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4.3.2 Shielded enclosures.

To prevent interaction between the EUT and the outside environment, shielded enclosures will
usually be required for testing. These enclosures prevent external environment signals from
contaminating emission measurements and susceptibility test signals from interfering with
electrical and electronic items in the vicinity of the test facility. Shielded enclosures shall have
adequate attenuation such that the ambient requirements of 4.3.4 are satisfied. The
enclosures shall be sufficiently large such that the EUT arrangement requirements of 4.3.8 and
antenna positioning requirements described in the individual test procedures are satisfied.

4.3.2.1 Radio frequency (RF) absorber material.

RF absorber material (carbon impregnated foam pyramids, ferrite tiles, and so forth) shall be
used when performing electric field radiated emissions or radiated susceptibility testing inside a
shielded enclosure to reduce reflections of electromagnetic energy and to improve accuracy
and repeatability. The RF absorber shall be placed above, behind, and on both sides of the
EUT, and behind the radiating or receiving antenna as shown on Figure 1. Minimum
performance of the material shall be as specified in Table I. The manufacturer's certification of
their RF absorber material (basic material only, not installed) is acceptable.

TABLE |. Absorption at normal incidence.

Frequency Minimum absorption
80 MHz - 250 MHz 6 dB
above 250 MHz 10 dB

4.3.3 Other test sites.
If other test sites are used, the ambient requirements of 4.3.4 shall be met.

4.3.4 Ambient electromagnetic level.

During testing, the ambient electromagnetic level measured with the EUT de-energized and all
auxiliary equipment turned on shall be at least 6 dB below the allowable specified limits when
the tests are performed in a shielded enclosure. Ambient conducted levels on power leads
shall be measured with the leads disconnected from the EUT and connected to a resistive load
which draws the same rated current as the EUT. When tests are performed in a shielded
enclosure and the EUT is in compliance with required limits, the ambient profile need not be
recorded in the EMITR. When measurements are made outside a shielded enclosure, the tests
shall be performed during times and conditions when the ambient is at its lowest level. The
ambient shall be recorded in the EMITR and shall not compromise the test results.

4.3.5 Ground plane.

The EUT shall be installed on a ground plane that simulates the actual installation. If the actual
installation is unknown or multiple installations are expected, then a metallic ground plane shall
be used. Unless otherwise specified below, ground planes shall be 2.25 square meters or
larger in area with the smaller side no less than 76 centimeters (cm). When a ground plane is
not present in the EUT installation, the EUT shall be placed on a non-conductive table, such as
wood or foam.

4.3.5.1 Metallic ground plane.
When the EUT is installed on a metallic ground plane, the ground plane shall have a surface
resistance no greater than 0.1 milliohms per square. The DC resistance between metallic
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ground planes and the shielded enclosure shall be 2.5 milliohms or less. The metallic ground
planes shown on Figures 2 through 5 shall be electrically bonded to the floor or wall of the basic
shielded room structure at least once every 1 meter. The metallic bond straps shall be solid
and maintain a five-to-one ratio or less in length to width. Metallic ground planes used outside
a shielded enclosure shall extend at least 2.5 meters beyond the test setup boundary in each
direction.

4.3.5.2 Composite ground plane.

When the EUT is installed on a conductive composite ground plane, the surface resistivity of
the typical installation shall be used. Composite ground planes shall be electrically bonded to
the enclosure with means suitable to the material.

4.3.6 Power source impedance.

The impedance of power sources providing input power to the EUT shall be controlled by Line
Impedance Stabilization Networks (LISNs) for all measurement procedures of this document
unless otherwise stated in a particular test procedure. LISNs shall not be used on output power
leads. The LISNs shall be located at the power source end of the exposed length of power
leads specified in 4.3.8.6.2. LISNs shall be electrically bonded to the test ground plane or
facility ground as required and the bond resistance shall not exceed 2.5 milliohms. The LISN
circuit shall be in accordance with the schematic shown on Figure 6. The LISN impedance
characteristics shall be in accordance with Figure 7. LISN impedance plots shall be provided in
the EMITR. If a LISN impedance needs to be verified, it is measured under the following
conditions:

a. The impedance shall be measured between the power output lead on the load side of
the LISN and the metal enclosure of the LISN.

b. The signal output port of the LISN shall be terminated in fifty ohms.
c. The power input terminal on the power source side of the LISN shall be unterminated.

4.3.7 General test precautions.

4.3.7.1 Accessory equipment.
Accessory equipment used in conjunction with measurement receivers shall not degrade
measurement integrity.

4.3.7.2 Excess personnel and equipment.

The test area shall be kept free of unnecessary personnel, equipment, cable racks, and desks.
Only the equipment essential to the test being performed shall be in the test area or enclosure.
Only personnel actively involved in the test shall be permitted in the enclosure. All equipment
and ancillary gear including antennas that are not being actively used for a particular subset of
radiated tests shall be removed from the test area or shielded enclosure.

4.3.7.3 Overload precautions.

Measurement receivers and transducers are subject to overload, especially receivers without
pre-selectors and active transducers. Periodic checks shall be performed to assure that an
overload condition does not exist. Instrumentation changes shall be implemented to correct
any overload condition.

4.3.7.4 RF hazards.
Some tests in this standard will result in electromagnetic fields which are potentially dangerous
to personnel. The permissible exposure levels in DoDI 6055.11 shall not be exceeded in areas

10
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where personnel are present. Safety procedures and devices shall be used to prevent
accidental exposure of personnel to RF hazards.

4.3.7.5 Shock hazard.
Some of the tests require potentially hazardous voltages to be present. Extreme caution must
be taken by all personnel to assure that all safety precautions are observed.

4.3.7.6 Federal Communications Commission (FCC) restrictions.

Some of the tests require high level signals to be generated that could interfere with normal
FCC approved frequency assignments. All such testing should be conducted in a shielded
enclosure. Some open site testing may be feasible if prior FCC coordination is accomplished.

4.3.8 EUT test configurations.

The EUT shall be configured as shown in the general test setups of Figures 1 through 5 as
applicable. These setups shall be maintained during all testing unless other direction is given
for a particular test procedure.

4.3.8.1 EUT design status.
EUT hardware, software and firmware shall be representative of production. Software may be
supplemented with additional code that provides diagnostic capability to assess performance.

4.3.8.2 Bonding of EUT.

Only the provisions included in the design of the EUT shall be used to bond units such as
equipment case and mounting bases together, or to the ground plane. When bonding straps
are required, they shall be identical to those specified in the installation drawings. Bonding of
the EUT to the ground plane shall be verified to be in accordance with the installation drawings
or equipment specification before connecting cables and EMI testing. The verification process
and results shall be recorded in the EMITR.

4.3.8.3 Shock and vibration isolators.

EUTSs shall be secured to mounting bases having shock or vibration isolators if such mounting
bases are used in the installation. The bonding straps furnished with the mounting base shall
be connected to the ground plane. When mounting bases do not have bonding straps, bonding
straps shall not be used in the test setup.

4.3.8.4 Safety grounds.

When external terminals, connector pins, or equipment grounding conductors are available for
safety ground connections and are used in the actual installation, they shall be connected to the
ground plane. Arrangement and length shall be in accordance with 4.3.8.6.1.

4.3.8.5 Orientation of EUTSs.

EUTSs shall be oriented such that surfaces which produce maximum radiated emissions and
respond most readily to radiated signals face the measurement antennas. Bench mounted
EUTSs shall be located 10 £2 cm from the front edge of the ground plane subject to allowances
for providing adequate room for cable arrangement as specified below.

4.3.8.6 Construction and arrangement of EUT cables.

Electrical cable assemblies shall simulate actual installation and usage. Shielded cables or
shielded leads within cables shall be used only if they have been specified in installation
requirements. Input (primary) power leads, returns, and wire grounds shall not be shielded.
Cables shall be checked against installation requirements to verify proper construction

11
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techniques such as use of twisted pairs, shielding, and shield terminations. Details on the cable
construction used for testing shall be included in the EMITP.

4.3.8.6.1 Interconnecting leads and cables.

Individual leads shall be grouped into cables in the same manner as in the actual installation.
Total interconnecting cable lengths in the setup shall be the same as in the actual platform
installation. If a cable is longer than 10 meters, at least 10 meters shall be included. When
cable lengths are not specified for the installation, cables shall be sufficiently long to satisfy the
conditions specified below. At least the first 2 meters (except for cables which are shorter in
the actual installation) of each interconnecting cable associated with each enclosure of the EUT
shall be run parallel to the front boundary of the setup. Remaining cable lengths shall be routed
to the back of the setup, positioned 5 cm above the ground plane, and shall be placed in a zig-
zagged arrangement, minimizing cable overlap or crossing. When the setup includes more
than one cable, individual cables shall be separated by 2 cm measured from their outer
circumference. For bench top setups using ground planes, the cable closest to the front
boundary shall be placed 10 cm from the front edge of the ground plane. All cables shall be
supported 5 cm above the ground plane with non-conductive material such as wood or foam. If
the EUT is a tall cabinet and the cables are routed from top or near the top, then the cables
shall be routed down to the bench ground plane and then 2 meters shall be run parallel to the
front edge of the boundary. If the EUT is a floor standing unit and the cables are routed from
the top, then the cables shall be routed down to the bench ground plane and then 2 meters
shall be run parallel to the front edge of the boundary. If the cables are routed from the bottom,
then the cables shall be routed up to the bench ground plane and then 2 meters shall be run
parallel to the front edge of the boundary.

4.3.8.6.2 Input (primary) power leads.

Two meters of input power leads (including neutrals and returns) shall be routed parallel to the
front edge of the setup in the same manner as the interconnecting leads. Each input power
lead, including neutrals and returns, shall be connected to a LISN (see 4.3.6). Power leads that
are bundled as part of an interconnecting cable in the actual installation shall be separated from
the bundle and routed to the LISNs (outside the shield of shielded cables). After the 2 meter
exposed length, the power leads shall be terminated at the LISNs in as short a distance as
possible. The total length of power lead from the EUT electrical connector to the LISNs shall
not exceed 2.5 meters, except for large EUTs, where the cables are routed from the top of a tall
EUT or bottom of a floor standing cabinet, then the total length may exceed 2.5 meters, but
shall be kept at a minimum. All power leads shall be supported 5 cm above the ground plane
with non-conductive material such as wood or foam. If the power leads are twisted in the actual
installation, they shall be twisted up to the LISNs.

4.3.8.7 Electrical and mechanical interfaces.

All electrical input and output interfaces shall be terminated with either the actual equipment
from the platform installation or loads which simulate the electrical properties (impedance,
grounding, balance, and so forth) present in the actual installation. Signal inputs shall be
applied to all applicable electrical interfaces to exercise EUT circuitry. EUTs with mechanical
outputs shall be suitably loaded. When variable electrical or mechanical loading is present in
the actual installation, testing shall be performed under expected worst case conditions. When
active electrical loading (such as a test set) is used, precautions shall be taken to insure the
active load meets the ambient requirements of 4.3.4 when connected to the setup, and that the
active load does not respond to susceptibility signals. Antenna ports on the EUT shall be
terminated with shielded, matched loads.

12
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4.3.9 Operation of EUT.

During emission measurements, the EUT shall be placed in an operating mode which produces
maximum emissions. During susceptibility testing, the EUT shall be placed in its most
susceptible operating mode. For EUTs with several available modes (including
software/firmware controlled operational modes), a sufficient number of modes shall be tested
for emissions and susceptibility such that all circuitry is evaluated. The rationale for modes
selected shall be included in the EMITP.

4.3.9.1 Operating frequencies for tunable RF equipment.

Measurements shall be performed with the EUT tuned to not less than three frequencies within
each tuning band, tuning unit, or range of fixed channels, consisting of one mid-band frequency
and a frequency within +5 percent from each end of each band or range of channels.

4.3.9.2 Operating frequencies for spread spectrum equipment.
Operating frequency requirements for two major types of spread spectrum equipment shall be
as follows:

a. Frequency hopping. Measurements shall be performed with the EUT utilizing a hop
set which contains a minimum of 30% of the total possible frequencies. This hop set
shall be divided equally into three segments at the low, mid, and high end of the EUT’s
operational frequency range.

b. Direct sequence. Measurements shall be performed with the EUT processing data at
the highest possible data transfer rate.

4.3.9.3 Susceptibility monitoring.

The EUT shall be monitored during susceptibility testing for indications of degradation or
malfunction. This monitoring is normally accomplished through the use of built-in-test (BIT),
visual displays, aural outputs, and other measurements of signal outputs and interfaces.
Monitoring of EUT performance through installation of special circuitry in the EUT is
permissible; however, these modifications shall not influence test results.

4.3.10 Use of measurement equipment.

Measurement equipment shall be as specified in the individual test procedures of this standard.
Any frequency selective measurement receiver may be used for performing the testing
described in this standard provided that the receiver characteristics (that is, sensitivity, selection
of bandwidths, detector functions, dynamic range, and frequency of operation) meet the
constraints specified in this standard and are sufficient to demonstrate compliance with the
applicable limits. Typical instrumentation characteristics may be found in ANSI C63.2.
Measurement receivers using Fast Fourier Transform (FFT) time domain measurement
techniques are acceptable for use, as long as Table |l parameters are directly user accessible
and can be verified.

4.3.10.1 Detector.

A peak detector shall be used for all frequency domain emission and susceptibility
measurements. This device detects the peak value of the modulation envelope in the receiver
bandpass. Measurement receivers are calibrated in terms of an equivalent Root Mean Square
(RMS) value of a sine wave that produces the same peak value. When other measurement
devices such as oscilloscopes, non-selective voltmeters, or broadband field strength sensors
are used for susceptibility testing, correction factors shall be applied for test signals to adjust
the reading to equivalent RMS values under the peak of the modulation envelope.

13
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4.3.10.2 Computer-controlled instrumentation.

A description of the operations being directed by software for computer-controlled
instrumentation shall be included in the EMITP. Verification techniques used to demonstrate
proper performance of the software shall also be included. If commercial software is being
used then, as a minimum, the manufacturer, model, and revision of the software shall be
provided. If the software is developed in-house, then documentation shall be included that
describes the methodology being used for the control of the test instrumentation and how the
software revisions are handled.

4.3.10.3 Emission testing.

4.3.10.3.1 Bandwidths.

The measurement receiver bandwidths listed in Table 1l shall be used for emission testing.
These bandwidths are specified at the 6 dB down points for the overall selectivity curve of the
receivers. Video filtering shall not be used to bandwidth limit the receiver response. If a
controlled video bandwidth is available on the measurement receiver, it shall be set to its
greatest value. Larger receiver bandwidths may be used; however, they may result in higher
measured emission levels. No bandwidth correction factors shall be applied to test data due to
the use of larger bandwidths.

TABLE Il. Bandwidth and measurement time.

Minimum Dwell Time
6 dB FFT Receiver | Minimum Measurement Time
Resolution | Stepped- z
Frequency Range ; Tuned Analog-Tuned Measurement
Bandwidth R | v (Seconds/ Receiver Y
ecelvedr Measurement
(Seconds) | gandwidth)
30Hz -1 kHz 10 Hz 0.15 1 0.015 sec/Hz
1 kHz - 10 kHz 100 Hz 0.015 1 0.15 sec/kHz
10 kHz - 150 kHz 1 kHz 0.015 1 0.015 sec/kHz
150 kHz - 10 MHz 10 kHz 0.015 1 1.5 sec/MHz
10 MHz - 30 MHz 10 kHz 0.015 0.15 1.5 sec/MHz
30 MHz - 1 GHz 100 kHz 0.015 0.15 0.15 sec/MHz
Above 1 GHz 1 MHz 0.015 0.015 15 sec/GHz

1/ Alternative scanning technique. Multiple faster sweeps with the use of a maximum hold
function may be used if the total scanning time is equal to or greater than the Minimum
Measurement Time defined above.

2/ FFT Receivers. FFT measurement techniques may be used provided that FFT operation is
in accordance with ANSI C63.2. The user interface of the measurement receiver must allow for
the direct input of the parameters in Table 1l for both FFT Time Domain and Frequency Stepped
modes of measurement in the same manner, without the necessity or opportunity to control

FFT functions directly.

14
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TABLE lll. Susceptibility scanning.

Analog Scans Stepped Scans
Frequency Range Maximum Scan Rates Maximum Step Size
30 Hz - 1 MHz 0.0333 f,/sec 0.05 f,
1 MHz — 30 MHz 0.00667 f,/sec 0.011,
30 MHz - 1 GHz 0.00333 fy/sec 0.005 f,
1 GHz - 40 GHz 0.00167 fy/sec 0.0025 f,

4.3.10.4.3 Thresholds of susceptibility.

Susceptibilities and anomalies that are not in conformance with contractual requirements are
not acceptable. However, all susceptibilities and anomalies observed during conduct of the test
shall be documented. When susceptibility indications are noted in EUT operation, a threshold
level shall be determined where the susceptible condition is no longer present. Thresholds of
susceptibility shall be determined as follows and described in the EMITR:

a. When a susceptibility condition is detected, reduce the interference signal until the EUT
recovers.

b. Determine the worst-case failure frequency within the failure bandwidth by manually
tuning the frequency, iteratively reducing the step size by a factor of two until the lowest
threshold is determined.

Reduce the interference signal by an additional 6 dB.

d. Gradually increase the interference signal until the susceptibility condition reoccurs. The
resulting level is the threshold of susceptibility.

e. Record this level, frequency range of occurrence, frequency and level of greatest
susceptibility, and other test parameters, as applicable.

4.3.11 Calibration of measuring equipment.

Primary measurement devices and accessories required for measurement in accordance with
this standard shall be calibrated in accordance with ISO/IEC 17025 or ISO 10012 or under an
approved calibration program traceable to the National Institute for Standards and Technology.
After the initial calibration passive devices such as measurement antennas, current probes, and
LISNs, require no further formal calibration unless the device is repaired. The measurement
system integrity check in the procedures is sufficient to determine acceptability of passive
devices.

4.3.11.1 Measurement system test.

At the start of each emission test, the complete test system (including measurement receivers,
cables, attenuators, couplers, and so forth) shall be verified by injecting a known signal, as
stated in the individual test procedure, while monitoring system output for the proper indication.
When the emission test involves an uninterrupted set of repeated measurements (such as
evaluating different operating modes of the EUT) using the same measurement equipment, the
measurement system test needs to be accomplished only one time.

4.3.11.2 Antenna factors.
Factors for test antennas shall be determined in accordance with SAE ARP958.

16
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FIGURE 1. RF absorber loading diagram.
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FIGURE 6. LISN schematic.
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5.12.3.3 Setup.
The test setup shall be as follows:

a.

Maintain a basic test setup for the EUT as shown and described on Figures 2 through
5andin 4.3.8.

Calibration. Configure the test equipment in accordance with Figure CS114-3 for
calibrating injection probes.

(1) Place the injection probe around the center conductor of the calibration fixture
and the monitor probe around a second fixture. Terminate the monitor probe
with a 50 ohm load.

(2) Terminate one end of the calibration fixture with a 50 ohm load and terminate the
other end with an attenuator connected to measurement receiver A.

EUT testing. Configure the test equipment as shown on Figure CS114-5 for testing of

the EUT.

(1) Place the injection and monitor probes around a cable bundle interfacing with
EUT connector.

(2) To minimize errors, maintain the same signal circuit that was used for calibration
between the attenuator at the calibration fixture (oscilloscope, coaxial cables,
bulkhead connectors, additional attenuators, etc.) and connect the circuit to the
monitor probe. Additional attenuation may be used, if necessary.

(3) Locate the monitor probe 5 cm from the connector. If the overall length of the
connector, backshell or backshell extension exceeds 5 cm, position the monitor
probe as close to the connector's backshell or backshell extension as possible.

(4) Position the injection probe 5 cm from the monitor probe.

5.12.3.4 Procedures.
The test procedures shall be as follows:

a.
b.

Turn on the measurement equipment and allow sufficient time for stabilization.

Calibration. Perform the following procedures using the calibration setup.

1)
)

®3)

(4)

Set the signal generator to 10 kHz, unmodulated.

Increase the applied signal until measurement receiver A indicates the current
level specified in the applicable limit exists in the center conductor of the
calibration fixture.

Record the "forward power" to the injection probe indicated on measurement
receiver B.

Scan the frequency band from 10 kHz to 200 MHz and record the forward power
needed to maintain the required current amplitude.

Verification. With the probes still in the calibration setup, configure the verification of
the test system using Figure CS114-4. Conduct a scan as though this is a test of an
EUT cable.

(1)

Set the signal generator to 10 kHz (modulation is optional and should not have
an effect).

64 CS114
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Place the injection and monitor probes around a cable bundle interfacing with an
EUT connector.

To minimize errors, maintain the same signal circuit that was used for calibration
between the attenuator at the calibration fixture (oscilloscope, coaxial cables,
bulkhead connectors, additional attenuators, etc.) and connect the circuit to the
monitor probe. Additional attenuation may be used, if necessary.

Locate the monitor probe 5 cm from the connector. If the overall length of the
connector, backshell or backshell extension exceeds 5 cm, position the monitor
probe as close to the connector's backshell or backshell extension as possible.

Paosition the injection probe 5 cm from the monitor probe.

5.13.3.4 Procedures.
The test procedures shall be as follows:

a.
b.

Turn on the measurement equipment and allow sufficient time for stabilization.

Calibration. Perform the following procedures using the calibration setup.

(1) Adjust the pulse generator source for the risetime, pulse width, and pulse
repetition rate requirements specified in the requirement.

(2) Increase the signal applied to the calibration fixture until the oscilloscope
indicates that the current level specified in the requirement exists in the center
conductor of the calibration fixture.

(3) Verify that the rise time, fall time, and pulse width portions of the waveform have
the correct durations and that the correct repetition rate is present. The precise
pulse shape will not be reproduced due to the inductive coupling mechanism.

(4) Record the pulse generator amplitude setting.

EUT testing.

(1) Turn on the EUT and allow sufficient time for stabilization.

(2) Susceptibility evaluation.

(a) Adjust the pulse generator, as a minimum, for the amplitude setting
determined in 5.13.3.4b(4).

(b) Apply the test signal at the pulse repetition rate and for the duration
specified in the requirement.

(c) Monitor the EUT for degradation of performance during testing.

(d) Whenever susceptibility is noted, determine the threshold level in
accordance with 4.3.10.4.3.

(e) Record the peak current induced in the cable as indicated on the
oscilloscope.

() Repeat 5.13.3.4¢(2)(a) through 5.13.3.4¢(2)(e) on each cable bundle
interfacing with each electrical connector on the EUT. For power cables,
perform 5.13.3.4c(2)(a) through 5.13.3.4c(2)(e) on complete power cables
(high sides and returns) and on the power cables with the power returns and
chassis grounds (green wires) excluded from the cable bundle. For

73 CS115
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NOTES: 1. Normalized waveform: e ™Y Qsin(2nft)

Where:

f = Frequency (Hz)

t = Time (sec)

Q = Damping factor, 1535

2. Damping factor (Q) shall be determined as follows:

YN - 1)

T In(Tp/1y)

Where:
Q = Damping factor
N = Cycle number (i.,e. N=2, 3,4, 5,...)
T, = Peak current at 1% cycle
I, = Peak current at cycle closest to 50% decay
In = Natural log
3. I, as specified in Figure CS116-2

FIGURE CS116-1. Typical CS116 damped sinusoidal waveform.
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capacitor between the high and return for DC power and a 10 pF capacitor from high
and return to ground plane for AC power.

b. Calibration. Configure the test equipment in accordance with Figure CS117-9 for
verification of the waveform, both short circuit current and open circuit voltage.

c. EUT testing:

(1) Configure the test equipment as shown on Figure CS117-10, Figure CS117-11 or
Figure CS117-12.

(2) Place the injection transformer and current monitor probe(s) around a cable
bundle interfacing an EUT connector.

(3) Locate the current monitor probe 5-15 cm from the connector. If the overall length
of the connector and backshell exceeds 15 cm, position the current monitor probe
as close to the connector’s backshell as possible.

(4) Position the injection transformer 5-50 cm from the current monitor probe.

(5) Place a monitor loop in the injection transformer and connect a voltage monitor
probe.

5.15.3.4 Procedures.
The test procedures shall be as follows:

a. Turn on the measurement equipment and allow sufficient time for stabilization.

b. Calibration. Perform the following procedures using the calibration setup for waveform
verification.

(1) Connect the transient generator to the primary input of the injection transformer.

(2) For each waveform, at the designated test level (V1 or It), record the voltage
waveform with the calibration loop open or the current waveform with the
calibration loop shorted, as applicable. Verify that each waveform complies with
the relevant waveshape parameters shown on Figure CS117-1 through Figure
CS117-6. Itis not necessary for the transient generator to produce the associated
voltage or current limit level (V_ or I,) and waveshape. However, if the transient
generator is capable of reaching the designated limit level (V. or 1), record and
verify the limit waveform at that generator setting.

(3) For the Multiple Stroke and Multiple Burst tests, also verify the applicable pulse
patterns and timing identified on Figure CS117-7 and Figure CS117-8.

(4) Reverse the transient generator polarity and repeat 5.15.3.4b(2) through
5.15.3.4b(3).

c. EUT testing.

(1) Turn on the EUT and measurement equipment to allow sufficient time for
stabilization.

(2) While applying transients, increase the generator setting until the designated test
level (Vr or I7) or the limit level (V. or I.) is reached. Adjustments shall be made in
the generator settings and/or injection transformer configuration as necessary to
enable the required test level (V1 or I7) to be achieved in the tested cable unless
the corresponding limit level (V_ or 1) is reached first. Calibration shall then be
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TABLE VII. CS117 Test and limit levels for multiple stroke and multiple burst lightning

tests.

Multiple St

roke

Applicability

Test Description

Internal
Equipment Levels**

External
Equipment Levels**

All equipment installations

Waveform 2 (WF2)/
Waveform 1 (WF1)

First Stroke
V=300V (WF2)
I+ =600 A (WF1)
I =60 A*
Subsequent Strokes

First Stroke
V=750 V (WF2)
I+ = 1500 A (WF1)
It =150 A*
Subsequent Strokes

V, =150 VV (WF2)
Iy = 150 A (WF1)
I = 30 A%

V=375V (WF2)
Ir = 375 A (WF1)
lr = 75 A*

All equipment installations

Waveform 3 (WF3) —
1 MHz and 10 MHz

First Stroke

V1 =600V (WF3)
IL=120 A (WF3)
I.=24 A*
Subsequent Strokes

First Stroke

V1 =1500 V (WF3)
I. =300 A (WF3)
IL=60 A*
Subsequent Strokes

V=300V (WF3)
IL= 60 A (WF3)
L= 12 A*

V=750 V (WF3)
L= 150 A (WF3)
L= 30 A*

Equipment installations
routed in areas with
composite skin/structure.

Waveform 4 (WF4)/
Waveform 5A (WF5A)

First Stroke
V=300V (WF4)
I+ = 1000 A (WF5A)
I; =300 A*
Subsequent Strokes

First Stroke
V=750 V (WF4)
I+ =2000 A (WF5A)
I =750 A*
Subsequent Strokes

V. =75V (WF4)
I+ = 200 A (WF5A)

V, = 187.5V (WF4)
I+ = 400 A (WF5A)

Applicability

It =150 A* It =375 A*
Multiple Burst
Internal External

Test Description

Equipment Levels**

Equipment Levels**

All equipment installations

Waveform 3 (WF3) —
1 MHz and 10 MHz

Vr =360 V (WF3)
IL=6 A (WF3)

V=900 V (WF3)
L= 15 A (WF3)

Equipment installations that
utilize short, low
impedance cable bundle
installations.

Waveform 6 (WF6)

V, = 600 V (WF6)
Iy = 30 A (WF6)

V= 1500 V (WF6)
I+ = 75 A (WF6)

Notes:

*These current levels are intended for individual power leads or low count wire bundles. When multiple
leads are tested together, this current shall be increased to the full bundle level or to the number of leads
multiplied by the appropriate individual current test or limit level, whichever is less.

**Amplitude Tolerance is +20%,-0% for all waveforms, except the tolerance is relaxed to +50%,-0% for
the Subsequent Strokes. V1 represents the test voltage level in volts and I represents the test current
level in amperes. V| (volts) and I (amperes) represent limits intended to prevent over-stressing the EUT

beyond the requirements.
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Peak —
| T1 = 6.4 microseconds *+ 20%
| T, = 69 microseconds *+ 20%
|
|
|
50%
0
FIGURE CS117-1. Current Waveform 1.
V
Peak —
T, = 340 nanoseconds maximum
T, = 6.4 microseconds + 20%
0 t

FIGURE CS117-2. Voltage Waveform 2.

89 CS117






Peak

Downloaded from http://www.everyspec.com

MIL-STD-461G

T, =40 microseconds * 20%
T, =120 microseconds + 20%

Peak —

50%

FIGURE CS117-5. Current Waveform 5A.

T, =0.25 microseconds + 20%
T, = 4 microseconds + 20%

FIGURE CS117-6. Current Waveform 6.
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First _ya First Subsequent Subsequent Subsequent Subsequent
Stroke Stroke Stroke Stroke Stroke Stroke
Level 10 ms < At <200 ms

| ———|
Subsequent
Stroke
Level

1 2 3 \\ 13 14

- 1.5 seconds L

One first transient followed by thirteen subsequent transients distributed over a period
of up to 1.5 seconds.

FIGURE CS117-7. Multiple stroke application.

50 ps < At <1000 ps
|<T>|

Test Level or
Limit Level

19 20

One burst is 20 transients spaced 50-1000 microseconds

30 ms <At <300 ms 20 Transients
| ————» | | ——»|
Test Level or
Limit Level
t
1 2 3

One burst application is 3 sets of bursts spaced 30-300 milliseconds

FIGURE CS117-8. Multiple burst application.
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Oscilloscope I
Voltage
Monitor Probe
Monitor Loop
. Current Injection
Shorted Monitor Probe Transformer
Loop
Open
Loop 1

Calibration Loop

Transient
Generator

FIGURE CS117-9. Typical test setup for calibration of lightning waveforms.
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FIGURE CS117-12. Typical setup for bulk cable injection of lightning transients on
power cables with power returns and chassis grounds excluded from the cable bundle.
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and the first 35 cm of cables and leads interfacing with the EUT
enclosure are within the 3 dB beamwidth of the antenna.

100

For testing at 1 GHz and above, place the antenna in a sufficient
number of positions such that the entire area of each EUT enclosure
and the first 7 cm of cables and leads interfacing with the EUT
enclosure are within the 3 dB beamwidth of the antenna.

5.18.3.4 Procedures.
The test procedures shall be as follows:

a.

Verify that the ambient requirements specified in 4.3.4 are met. Take plots of the
ambient when required by the referenced paragraph.

Turn on the measurement equipment and allow a sufficient time for stabilization.

Using the system check path of Figure RE102-5, perform the following evaluation of
the overall measurement system from the coaxial cable end used at each antenna to
the data output device at 10.5 kHz (only for measurements implemented between 10
kHz and 2 MHz), 2.1 MHz, 12 MHz and 29.5 MHz for active rod antennas, 197 MHz for
the biconical antenna, 990 MHz for the large double ridge horn and 17.5 GHz for the
small double ridge horn. For rod antennas that use passive matching networks, the
evaluation shall be performed at the center frequency of each band. A check shall
also be performed when the measurement path is changed for a particular antenna
such as the coaxial cable, addition or removal of preamplifiers, or different ports used
on the measurement receiver. System check path verification shall be performed near
the upper end of the affected frequency band.

(1)

()

3)

(4)

Apply a calibrated signal level, which is at least 6 dB below the limit (limit minus
antenna factor), to the coaxial cable at the antenna connection point.

Scan the measurement receiver in the same manner as a normal data scan.
Verify that the data recording device indicates a level within £3 dB of the injected
signal level.

For the 104 cm rod antenna, remove the rod element and apply the signal to the
antenna matching network through a capacitor connected to the rod mount as
shown on Figure RE102-8. The capacitor value is nominally 10 pF, but shall be
per the manufacturer’s instruction. Commercial calibration jigs or injection
networks shall not be used.

If readings are obtained which deviate by more than £3 dB, locate the source of
the error and correct the deficiency prior to proceeding with the testing.

Using the measurement path of Figure RE102-5, perform the following evaluation for
each antenna to demonstrate that there is electrical continuity through the antenna.

(1)

(2)

Visually inspect each antenna for physical damage. Radiate a signal using an
antenna or stub radiator at the highest measurement frequency of each antenna.

Tune the measurement receiver to the frequency of the applied signal and verify
that a received signal of appropriate amplitude is present. NOTE: This
evaluation is intended to provide a coarse indication that the antenna is
functioning properly. There is no requirement to accurately measure the signal
level.
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TEST SETUP BOUNDARY

! Path for

: Measurement
|

: Signal

: Generator

|

:

: Path for

| System Check
Shielded Enclosure

Coaxial
Cable

Measurement
Receiver

Data
Recording
Device

FIGURE RE102-5. Basic test setup.
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Center Point of Rod
Element
Test Setup Note: No Bond Strap
Boundary\
N | K i
— ! ROD
— 1 [ g1 5
£ | S
Ground Pl 5 ' | ' ]
round Flane S | Coaxial Cable Shield & Ferite, 20-30 |
o | Bonded to Floor Using Ohms @ 20 MHz
0 | Elbow Adaptor and
Clamp y Floor
Test Setup
Boundary T
+ BICONICAL
— £ 5
o
Ground o I
Plane iy —
[ee]
Floor
A
Test Setup
Boundary — \|_I
~ DOUBLE
k /—' .| RIDGE HORN
/ e g
Ground e Q
Plane o —
o
[ce]
Floor
< > * May be adjusted to meet the
area beamwidth requirements in

1m
5.18.3.3c.(2)(c)2 and

5.18.3.3¢.(2)(c)3.

FIGURE RE102-6. Antenna positioning.
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Counterpoise
Coaxial Cable From Center Conductors
Signal Source Tied Together and
to 10 pF Capacitor 10 pF Capacitor
Rod \ Tied to Rod
Matching Connection

Network - \?//
=== /

Shields ted ~_~" Coaxial Cable
Together and to to Measurement
Network Case Receiver

Coaxial Cable

to Termination ~—

50 Ohm RF
Termination

Notes:
1. Each individual wire connection limited to 5 cm length maximum.

2. 50 ohm termination may be replaced with 50 ohm measurement
receiver to verify level of injected signal.

3. The 10 pF capacitor may be built into some antenna matching
networks.

FIGURE RE102-8. Rod antenna system check.
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5.19.3.2 Test equipment.
The test equipment shall be as follows:

a.

-~ 0o a0 T

Measurement receiver
Attenuators, 50 ohm
Antennas

Rejection networks
Signal generators

Power monitor

5.19.3.3 Setup.
It is not necessary to maintain the basic test setup for the EUT as shown and described on
Figures 1 through 5 and in 4.3.8. The test setup shall be as follows:

a.

Measurement system integrity check. Configure the test setup for the signal check
path shown on Figure RE103-1 or RE103-2, as applicable.

EUT testing. Configure the test setup for the measurement path shown on Figure
RE103-1 or RE103-2, as applicable.

5.19.3.4 Procedures.
The test procedures shall be as follows:

a.

The measurements must be performed in the far-field of the transmitting frequency.
Consequently, the far-field test distance must be calculated prior to performing the test
using the relationships below:

R = distance between transmitter antenna and receiver antenna.
D = maximum physical dimension of transmitter antenna.
d = maximum physical dimension of receiver antenna.
A = wavelength of frequency of the transmitter.
All dimensions are in meters.

For transmitter frequencies less than or equal to 1.24 GHz, the greater distance of the
following relationships shall be used:

R = 2D%/A R =3\

For transmitter frequencies greater than 1.24 GHz, the separation distance shall be
calculated as follows:

For 25D<d use R=2D/xr

For 25D>d use R = (D+d)%/xA
Turn on the measurement equipment and allow sufficient time for stabilization.
Measurement system integrity check.

(1) Apply a known calibrated signal level from the signal generator through the
system check path at a midband fundamental frequency (f,).
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Scan the measurement receiver in the same manner as a normal data scan.
Verify the measurement receiver detects a level within £3 dB of the expected
signal.

If readings are obtained which deviate by more than £3 dB, locate the source of
the error and correct the deficiency prior to proceeding with the test.

Repeat 5.19.3.4¢(1) through 5.19.3.4¢(3) for two other frequencies over the
frequency range of test.

EUT testing.

(1)
(2)

(3)

(4)

(5)

(6)

(7)

Turn on the EUT and allow a sufficient time for stabilization.

Tune the EUT to the desired test frequency and use the measurement path to
complete the rest of this procedure.

Tune the test equipment to the measurement frequency (f,) of the EUT and
adjust for maximum indication.

For transmitters where a power monitor can be inserted, measure the modulated
transmitter power output P, using a power monitor while keying the transmitter.
Convert this power level to units of dB relative to 1 watt (dBW). Calculate the
Effective Radiated Power (ERP) by adding the EUT antenna gain to this value.
Record the resulting level for comparison with that obtained in 5.19.3.4d(6).

Key the transmitter with desired modulation. Tune the measurement receiver for
maximum output indication at the transmitted frequency. If either or both of the
antennas have directivity, align both in elevation and azimuth for maximum
indication. Verbal communication between sites via radiotelephone will facilitate
this process. Record the resulting maximum receiver meter reading and the
measurement receiver bandwidth.

Calculate the transmitter ERP in dBW, based on the receiver meter reading V,
using the following equation:

ERP=V+20IlogR + AF - 135
where:
Y,
R

reading on the measurement receiver in dBuV

distance between transmitter and receiver antennas in meters

AF = antenna factor of receiver antenna in dB (1/m)

Compare this calculated level to the measured level recorded in 5.19.3.4d(4).
The compared results should agree within £3 dB. If the difference exceeds +3
dB, check the test setup for errors in measurement distance, amplitude
calibration, power monitoring of the transmitter, frequency tuning or drift and
antenna boresight alignment. Assuming that the results are within the £3 dB
tolerance, the ERP becomes the reference for which amplitudes of spurious and
harmonics will be compared to determine compliance with standard limits.

With the rejection network filter connected and tuned to f,, scan the
measurement receiver over the frequency range of test to locate spurious and
harmonic transmitted outputs. It may be necessary to move the measuring
system antenna in elevation and azimuth at each spurious and harmonic output
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System . or
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FIGURE RE103-1. Measurement system integrity check and test setup for radiated
harmonics and spurious emissions, 10 kHz to 1 GHz.
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FIGURE RE103-2. Measurement system integrity check and test setup for radiated
harmonics and spurious emissions, 1 GHz to 40 GHz.
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5.21 RS103, radiated susceptibility, electric field.

5.21.1 RS103 applicability.
This requirement is applicable for equipment and subsystem enclosures and all interconnecting
cables. The requirement is applicable as follows:

a. 2MHzto30MHz  Army, Navy and optional* for all others
b. 30MHzto 18 GHz All

c. 18 GHzto 40 GHz Optional* for all

*Required only if specified in the procurement specification

For Army and Air Force: there is no requirement at the tuned frequency of antenna-
connected receivers.

5.21.2 RS103 limit.

The EUT shall not exhibit any malfunction, degradation of performance, or deviation from
specified indications, beyond the tolerances indicated in the individual equipment or subsystem
specification, when subjected to the radiated electric fields listed in Table Xl and modulated as
specified below. Up to 30 MHz, the requirement shall be met for vertically polarized fields.
Above 30 MHz, the requirement shall be met for both horizontally and vertically polarized fields.
Circularly polarized fields are not acceptable.

For receiver EUTs having permanently attached antennas only, unless otherwise stated in the
system specification, reduced performance over the intended receiver band of operation is
allowed. The receiver shall meet its performance requirements after in-band exposure to the
radiated field.

5.21.3 RS103 test procedures.

5.21.3.1 Purpose.
This test procedure is used to verify the ability of the EUT and associated cabling to withstand
electric fields.

5.21.3.2 Test equipment.
The test equipment shall be as follows:

a. Signal generators

Power amplifiers

Transmit antennas

Electric field sensors (physically small - electrically short)

Measurement receiver

-~ o 2 o0 T

Power meter

Directional coupler

> @

Attenuator

Data recording device
j.  LISNs
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5.21.4 RS103 alternative test procedures —reverberation chamber (mode-tuned).

These procedures may be substituted for the 5.21.3 procedures over the frequency range of
200 MHz to 40 GHz. The lower frequency limit is dependent on chamber size. To determine
the lower frequency limit for a given chamber, use the following formula to determine the
number of possible modes (N) which can exist at a given frequency. If, for a given frequency, N
is less than 100 then the chamber should not be used at or below that frequency.

P i

N abd 3
3 (o}

where: a, b, and d are the chamber internal dimensions in meters
f is the operation frequency in Hz
c is the speed of propagation (3 x 10° m/s)

5.21.4.1 Purpose.
This test procedure is an alternative technique used to verify the ability of the EUT and
associated cabling to withstand electric fields.

5.21.4.2 Test equipment.
The test equipment shall be as follows:

a. Signal generators
b. Power amplifiers
c. Receive antennas
(1) 200 MHz to 1 GHz, log periodic or double ridge horns.
(2) 1 GHzto 18 GHz, double ridge horns.
(3) 18 GHzto 40 GHz, other antennas as approved by the procuring activity.
d. Transmit antennas

e. Electric field sensors (physically small - electrically short), each axis independently
displayed

—h

Measurement receiver

g. Power meter

h. Directional coupler

i. Attenuator, 50 ohm

j.  Data recording device
k. LISNs

5.21.4.3 Setup.
The test setup shall be as follows:

a. Install the EUT in a reverberation chamber using the basic test setup for the EUT as
shown and described on Figures 2 through 5 and 4.3.8. The EUT shall be at least 1.0
meter from the chamber walls, the tuner, and antennas.
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For electric field calibration, electric field sensors (5.21.4.2¢) are required from 200
MHz to 1 GHz. Either field sensors or receive antennas may be used above 1 GHz.

Configure the test equipment as shown on Figures RS103-4 and RS103-5. The same
configuration is used for both calibration and EUT testing. The transmit and receive
antennas shall be present in the chamber for all calibration and EUT testing, including
for the electric-field probe technique. Unused receive antennas shall be terminated in
50 ohms.

5.21.4.4 Procedure.
The test procedures shall be as follows:

a.

Calibration. Use the following procedure to determine the electric field strength that
will be created inside the chamber when a fixed amount of RF energy is injected into
the chamber.

(1) Receive antenna procedure.

(a) Adjust the RF source to inject an appropriate forward power (unmodulated)
into the chamber at the start frequency of the test.

(b) Measure the level at the receive antenna using the measurement receiver.

(c) Rotate the tuner 360 degrees using the minimum number of steps required
from Table XII. Allow the paddle wheel to dwell at each position for a period
corresponding to a minimum of 1.5 times the response time of the
measurement receiver.

(d) Record the maximum amplitude of the signal received and use the following
formula to derive a calibration factor for the field strength created inside the
chamber. (P;max and Piowarg IN Watts; A in meters).

S P
Calibration factor=87” 5(——™)  V/m (for one watt)

forward

(e) Repeat the procedure in frequency steps no greater than 2% of the
preceding frequency until 1.1 times the start frequency is reached. Continue
the procedure in frequency steps no greater than 10% of the preceding
frequency, thereafter.

(2) Electric field probe procedure.

(a) Adjust the RF source to inject an appropriate forward power (Piomward)
(unmodulated) into the chamber at the start frequency of the test.

(b) Rotate the tuner 360 degrees using the minimum number of steps required
from Table XII. Allow the tuner to dwell at each position for a period
corresponding to a minimum of 1.5 times the probe response time.

(c) Record the maximum amplitude from the receive antenna (P,.max) and from
each element of the probe and use the following formula to derive a
calibration factor for the field strength created inside the chamber. (Probe
reading in V/m and Pjonarg in watts).
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TABLE Xll. Required number of tuner positions for a reverberation chamber.

Frequency Range (MHz)

Tuner Positions

200 - 300 50
300 - 400 20
400 - 600 16
Above 600 12
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FIGURE RS103-4. Reverberation chamber setup.
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For frequency hopping receivers, one possible approach is choose an f, within the hop set and
set up the signals sources as described above. The performance of the receiver could then be
evaluated as the receiver hops. If the frequency hopping receiver has a mode of operation
using just one fixed frequency, this mode should also be tested.

A common error made in performing this test procedure is attributing failures to the EUT which
are actually harmonics of the signal source or intermodulation products generated in the test
setup. Therefore, it is important to verify that the signals appearing at the EUT antenna port
are only the intended signals through the use of a measurement receiver as shown on Figure
A-13. Damaged, corroded, and faulty components can cause signal distortion resulting in
misleading results. Monitoring will also identify path losses caused by filters, attenuators,
couplers, and cables.

Typical data for this test procedure for the EMITR are the sensitivity of the receiver, the levels
of the signal sources, frequency ranges swept, operating frequencies of the receivers, and
frequencies and threshold levels associated with any responses.

A.5.9 (5.9) CS104, conducted susceptibility, antenna port, rejection of undesired signals.

Applicability and limits: This receiver front-end susceptibility requirement is applicable from
30 Hz to 20 GHz for equipment and subsystems, such as communications receivers, RF
amplifiers, transceivers, radar receivers, acoustic receivers, and electronic warfare receivers as
specified in the individual procurement specification. The intent of this requirement is to control
the response of antenna-connected receiving subsystems to signals outside of the intentional
passband of the subsystem. The requirement can be applied to receivers, transceivers,
amplifiers, and the like. Due to the wide diversity of subsystem designs being developed, the
applicability of this type of requirement and appropriate limits need to be determined for each
procurement. Also, requirements need to be specified that are consistent with the signal
processing characteristics of the subsystem and the patrticular test procedures to be used to
verify the requirement.

One approach for determining levels required for the out-of-band signal can be determined
from an analysis of the electromagnetic environments present and characteristics of receiving
antennas. However, levels calculated by this means will often place unreasonable design
penalties on the receiver. For example, if an external environment of 200 V/m is imposed on a
system, an isotropic antenna at 300 MHz will deliver 39 dBm to the receiver. This level
represents a severe design requirement to many receivers. An alternative approach is to
simply specify levels that are within the state-of-the-art for the particular receiver design.

This requirement is most applicable to fixed frequency, tunable, superheterodyne receivers.
Previous versions of this standard required normal system performance for a 0 dBm signal
outside of the tuning range of the receiver and a signal 80 dB above the level producing the
standard reference output within the tuning range (excluding the receiver passband within the
80 dB points on the selectivity curve). As an example, a conventional UHF communication
receiver operating from 225 MHz to 400 MHz commonly has a sensitivity on the order of -100
dBm. For this case, the 0 dBm level applies below 225 MHz and above 400 MHz. Between
225 MHz and 400 MHz (excluding the passband), the required level is -20 dBm.

For other types of receivers, application of this requirement is often less straightforward and
care must be taken to ensure that any applied requirements are properly specified. Many
receivers are designed to be interference or jam resistant and this feature may make
application of this requirement difficult or inappropriate.
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This requirement is usually specified using either one or two signals. With the one signal
requirement, the signal is out-of-band to the receiver and is modulated with a waveform
normally used by the receiver. No in-band signal is used. For receivers that process a very
specific modulation, the issue exists whether an out-of-band signal can reasonably be expected
to contain that modulation. An alternative is to specify the requirement for two signals. An in-
band signal can be specified which contains the normal receiver modulation. The out-of-band
signal can be modulated or unmodulated with the criterion being that no degradation in
reception of the intentional signal is allowed.

Test procedures: No test procedures are provided in the main body of this standard for this
requirement. Because of the large variety of receiver designs being developed, the
requirements for the specific operational characteristics of a receiver must be established
before meaningful test procedures can be developed. Only general testing techniques are
discussed in this appendix.

Front-end rejection testing can be applied to a variety of receiving subsystems such as
receivers, RF amplifiers, transceivers, and transponders.

Several receiver front-end characteristics must be known for proper testing. These
characteristics generally should be determined by test. The maximum signal input that the
receiver can tolerate without overload needs to be known to ensure that the test levels are
reasonable. The bandpass characteristics of the receiver are important for determining
frequencies near the receiver fundamental that will be excluded from testing. Requirements for
this test are often expressed in terms of a relative degree of rejection by specifying the
difference in level between a potentially interfering signal and the established sensitivity of the
receiver under test. Therefore, determination of the sensitivity of the receiver is a key portion of
the test.

The basic concept with this test procedure is to apply out-of-band signals to the antenna port of
the receiver while monitoring the receiver for degradation. Figure A-14 shows a general test
setup for this test. There are two common techniques used for performing this test using either
one or two signal sources. For the one signal source procedure, the signal source is modulated
with the modulation expected by the receiver. It is then swept over the appropriate frequency
ranges while the receiver is monitored for unintended responses. With the two signal source
procedure, a signal appropriately modulated for the receiver is applied at the tuned frequency of
the receiver. The level of this signal is normally specified to be close to the sensitivity of the
receiver. The second signal is unmodulated and is swept over the appropriate frequency
ranges while the receiver is monitored for any change in its response to the intentional signal.
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FIGURE A-14. CS104 General test setup.

The two signal source procedure is more appropriate for most receivers. The one signal source
procedure may be more appropriate for receivers that search for a signal to capture since they
may respond differently once a signal has been captured. Some receivers may need to be
evaluated using both procedures to be completely characterized.

For frequency hopping receivers, one possible approach is to use a one signal procedure as if
the EUT did not have a tuned frequency (include frequency scanning across the hop set) to
evaluate the jamming/interference resistance of the receiver. If a frequency hopping receiver
has a mode of operation using just one fixed frequency, this mode should also be tested.

For receivers with front-end mixing and filtering in an antenna module, the test may need to be
designed to be performed on a radiated basis. All signals would need to be radiated and
assurances provided that any observed responses are due to the receiver and not caused by
items in the test area. The EMITP would need to address antenna types, antenna locations,
antenna polarizations, and field measurement techniques. This test would probably need to be
performed in an anechoic chamber.

A common error made in performing this test procedure is attributing failures to the EUT which
are actually harmonics or spurious outputs of the signal source. Therefore, it is important to
verify that the signals appearing at the EUT antenna port are only the intended signals through
the use of a measurement receiver as shown on Figure A-14. Damaged, corroded, and faulty
components can cause signal distortion resulting in misleading results. Monitoring will also
identify path losses caused by filters, attenuators, couplers, and cables.
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Typical data for this test procedure for the EMITR are the sensitivity of the receiver, the levels
of the signal sources, frequency ranges swept, operating frequencies of the receivers, degree
of rejection (dB), and frequencies and threshold levels associated with any responses.

A.5.10 (5.10) CS105, conducted susceptibility, antenna port, cross modulation.

Applicability and limits: This receiver front-end susceptibility requirement is applicable from
30 Hz to 20 GHz only for receivers that normally process amplitude-modulated RF signals, as
specified in the individual procurement specification. The intent of this requirement is to control
the response of antenna-connected receiving subsystems to modulation being transferred from
an out-of-band signal to an in-band signal. This effect results from a strong, out-of-band signal
near the operating frequency of the receiver that modulates the gain in the front-end of the
receiver and adds amplitude varying information to the desired signal. The requirement should
be considered only for receivers, transceivers, amplifiers, and the like, which extract information
from the amplitude modulation of a carrier. Due to the wide diversity of subsystem designs
being developed, the applicability of this type of requirement and appropriate limits need to be
determined for each procurement. Also, requirements need to be specified that are consistent
with the signal processing characteristics of the subsystem and the particular test procedure to
be used to verify the requirement.

One approach for determining levels required for the out-of-band signal can be determined
from an analysis of the electromagnetic environments present and characteristics of receiving
antennas. However, levels calculated by this means will often place unreasonable design
penalties on the receiver. For example, if an external environment of 200 V/m is imposed on a
system, an isotropic antenna at 300 MHz will deliver 39 dBm to the receiver. This level
represents a severe design requirement to many receivers. An alternative approach is to
simply specify levels that are within the state-of-the-art for the particular receiver design.

This requirement is most applicable to fixed frequency, tunable, superheterodyne receivers.
Previous versions of this standard required normal system performance with an out-of-band
signal to be 66 dB above the level required to obtain the standard reference output for the
receiver. The maximum level for the signal was limited to 10 dBm. As an example,
conventional communication receivers commonly have sensitivities on the order of -100 dBm.
For this example, the 66 dB above reference signal is at -34 dBm that is substantially below the
10 dBm maximum used in the past.

For other types of receivers, application of this requirement is often less straightforward and
care must be taken to ensure that any applied requirements are properly specified. Many
receivers are designed to be interference or jam resistant and this feature may make
application of this requirement difficult or inappropriate.

One complicating factor is that one of the out-of-band signals typically is modulated with a
waveform normally used by the receiver. For receivers that process a very specific modulation,
the issue exists whether an out-of-band signal can reasonably be expected to contain that
modulation. Another factor is that the out-of-band signal is normally specified to be close to the
receiver operating frequency. For receivers that continuously change frequency (such as
frequency agile or frequency hopping), an appropriate relationship may exist for only short
periods for a fixed frequency out-of-band signal.

Test procedures: No test procedures are provided in the main body of this standard for this
requirement. Because of the large variety of receiver designs being developed, the
requirements for the specific operational characteristics of a receiver must be established
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before meaningful test procedures can be developed. Only general testing techniques are
discussed in this appendix.

Cross modulation testing should be applied only to receiving subsystems such as receivers, RF
amplifiers, transceivers and transponders which extract information from the amplitude
modulation of a carrier.

Several receiver front-end characteristics must be known for proper testing for cross modulation
responses. These characteristics generally should be determined by test. The maximum
signal input that the receiver can tolerate without overload needs to be known to ensure that the
test levels are reasonable. The bandpass characteristics of the receiver are important for
determining frequencies near the receiver fundamental that will be excluded from test.
Requirements for this test are generally expressed in terms of a relative degree of rejection by
specifying the difference in level between potentially interfering signals and the established
sensitivity of the receiver under test. Therefore, determination of the sensitivity of the receiver
is a key portion of the test.

The basic concept with this test is to apply a modulated signal out-of-band to the receiver and
to determine whether the modulation is transferred to an unmodulated signal at the receiver's
tuned frequency resulting in an undesired response. There may be cases where the in-band
signal needs to be modulated if the receiver characteristics so dictate. The level of the in-band
signal is normally adjusted to be close to the receiver's sensitivity. The out-of-band signal is
modulated with the modulation expected by the receiver. It is then swept over the appropriate
frequency ranges while the receiver is monitored for unintended responses. Testing has
typically been performed over a frequency range + the receiver intermediate frequency (IF)
centered on the receiver's tuned frequency. Figure A-15 shows a general setup for this test.

For receivers with front-end mixing and filtering in an antenna module, the test may need to be
designed to be performed on a radiated basis. All signals would need to be radiated and
assurances provided that any responses are due to the receiver and not caused by items in the
test area. The EMITP would need to address antenna types, antenna locations, antenna
polarizations and field measurement techniques. This test would probably need to be
performed in an anechoic chamber.

For frequency hopping receivers, one possible approach is choose an f, within the hop set and
set up the signals sources as described above. The performance of the receiver could then be
evaluated as the receiver hops. If the frequency hopping receiver has a mode of operation
using just one fixed frequency, this mode should also be tested.

It is important to verify that the signals appearing at the EUT antenna port are only the intended
signals through the use of a measurement receiver as shown on Figure A-15. Damaged,
corroded, and faulty components can cause signal distortion resulting in misleading results.
Monitoring will also identify path losses caused by filters, attenuators, couplers, and cables.
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FIGURE A-15. CS105 General test setup.

Typical data for this test procedure for the EMITR are the sensitivity of the receiver, the levels
of the signal sources, frequency ranges swept, operating frequencies of the receivers, and
frequencies and threshold levels associated with any responses.

A.5.11 (5.11) CS109, conducted susceptibility, structure current.

Applicability and limits: This requirement is specialized and is intended to be applied from 60
Hz to 100 kHz only for very sensitive equipment (1 pV or better), such as tuned receivers
operating over the frequency range of the test. The basic concern of the requirement is to
ensure that equipment does not respond to magnetic fields caused by currents in platform
structure and through EUT housing materials. The magnetic fields are sufficiently low that
there is no concern with most circuitry.

An estimate can be made of induced voltages that may result from the required CS109
currents. Magnetic fields act by inducing voltages into loop areas in accordance with Faraday's
law (V = -d¢/dt). For a constant magnetic field perpendicular to a given loop area, Faraday's
law reduces to V = -2nfBA where:

f = Frequency of Interest
B = Magnetic Flux Density
A = Loop Area
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Since Faraday's law indicates that these voltages are proportional to frequency, the maximum
voltage from the CS109 currents will result at the 20 kHz knee of the curve for a given loop
area. A drop of 20 dB/decade would result in a constant voltage. Since the curve is dropping at
only 10 dB/decade below 20 kHz, the induced voltage will rise as frequency increases. The
sharp drop off above 20 kHz results in decreasing voltages with increasing frequency.

If the 103 dBpA current at 20 kHz specified in the requirement is assumed to spread uniformly
over a cross-sectional dimension of 10 cm, the surface current density and the resulting
magnetic field intensity at the surface would be 1.41 amperes/meter. In air, this value
corresponds to magnetic flux density of 1.77x10° Tesla. If it is further assumed that this
magnetic field is uniform over a circuit loop area of 0.001 m* (such as 20 cm by 0.5 cm) within
the enclosure, Faraday's Law predicts an induced voltage of 222 V.

Similar calculations at 400 Hz and 100 kHz yield values of 31 yV and 8 pV, respectively.

It is apparent that design considerations such as proper grounding techniques, minimizing of
loop areas, and common mode rejection concepts need to be implemented to prevent potential
problems with very sensitive circuits used in submarines such as low frequency tuned receivers.
However, these levels are well below the sensitivity of typical circuits used in other equipment.

The limit is derived from operational problems due to current conducted on equipment cabinets
and laboratory measurements of response characteristics of selected receivers.

No tailoring is recommended.

Test procedures: Electrical connection needs to be made to the external structure of the EUT
and damage to the external finish should be minimized. Screws or protuberances at ground
potential near the diagonal corners of the EUT should normally be used as test points.
Connections should be made with clip or clamp type leads. If convenient test points are not
available at the diagonal corners, a sharply pointed test probe should be used to penetrate the
finish in place of the clip or clamp type lead.

The requirement to maintain the leads perpendicular to the surface for at least 50 cm is to
minimize effects on the path of current along the surface from the magnetic fields caused by
the current in the leads.

Coupling transformers used to perform CS101 testing are normally suitable for this test. The
electrical isolation provided by the coupling transformer eliminates the need to electrically “float”
the amplifier and signal source that could result in a potential shock hazard.

A.5.12 (5.12) CS114, conducted susceptibility, bulk cable injection.

Applicability and limits: The requirements are applicable from 10 kHz to 200 MHz for all
electrical cables interfacing with the EUT enclosures. The basic concept is to simulate currents
that will be developed on platform cabling from electromagnetic fields generated by antenna
transmissions both on and off the platform. Investigation into aircraft carrier hangar deck
electromagnetic environment test data from nine aircraft carriers showed that significant HF
electric field levels are present. Measurements from on-board HF transmitters showed field
levels in the 2 to 30 MHz band up to 42 V/m in the hanger deck. Therefore, for equipment
located in the aircraft hangar deck, the same limit that is used for non-metallic ships (below
deck), is being used in the 2 to 30 MHz frequency range. In addition, a low frequency limit (77
dBuA) has been added from 4 kHz to 1 MHz for EUTs on surface ships and submarines with
solid state power generation (in contrast to electromechanical generation equipment) to
simulate common mode currents that have been found to be present on AC power cables. The
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measured common mode currents have exceeded the previous CS114 Ships (metallic, below
deck) and submarines (internal) limits by up to 50 dB.

An advantage of this type of requirement is that it provides data that can be directly related to
induced current levels measured during platform-level evaluations. An increasingly popular
technique is to illuminate the platform with a low level, relatively uniform field while monitoring
induced levels on cables. Then, either laboratory data can be reviewed or current injection
done at the platform with the measured currents scaled to the full threat level. This same
philosophy has been applied to lightning and electromagnetic pulse testing.

Due to size constraints and available field patterns during radiated susceptibility testing (such
as RS103), it has long been recognized that cabling cannot be properly excited to simulate
platform effects at lower frequencies. The most notable example of this situation is experience
with HF (2 - 30 MHz) radio transmissions. HF fields have caused numerous problems in
platforms through cable coupling. However, equipment items rarely exhibit problems in this
frequency range during laboratory testing.

The limits are primarily derived from testing on aircraft that were not designed to have
intentionally shielded volumes. The basic structure is electrically conductive; however, there
was no attempt to ensure continuous electrical bonding between structure members or to close
all apertures. The shape of the limit reflects the physics of the coupling with regard to resonant
conditions and the cable length with respect to the interfering frequency wavelength. At
frequencies below resonance, coupling is proportional to frequency (20 dB/decade slope).
Above resonance, coupled levels are cyclic with frequency with a flat maximum value. The 10
dB/decade decrease in the limit level at the upper frequency portion is based on actual induced
levels in the aircraft testing data base when worst-case measurements for the various aircraft
are plotted together. From coupling theory for a specific cable, the decrease would be
expected to be cyclic with frequency with an envelope slope of 40 dB/decade.

The basic relationship for the limit level in the resonance (flat) portion of the curve is 1.5 mA per
V/m that is derived from worst-case measurements on aircraft. For example, 110 dByA
corresponds to 200 V/m. At resonance, the effective shielding effectiveness of the aircraft can
be zero. Application of these results to other platforms is reasonable.

The frequency range of 10 kHz to 200 MHz is now standardized for all applications. The
optional frequency range of 200 MHz to 400 MHz is deleted because of the questionable
validity of performing bulk cable measurements at higher frequencies.

For submarines, the CS114 limit now distinguishes between equipment located internal versus
external to the pressure hull. For equipment installed internal to the pressure hull, the curve 2
limit is now specified above 30 MHz to account for portable transmitters used within the
submarine. For equipment located external to the pressure hull, stricter limits are imposed to
more closely reflect the electromagnetic environment. The external CS114 limits should be
applied only to equipment that is required to be fully operational when located above the
waterline. Separate limits are specified, which are less severe, for equipment that is “external”
to the pressure hull but located within the submarine superstructure (metallic boundary).

The limit may be tailored by the procuring activity in contractual documents with a curve whose
amplitude is based on the expected field intensity for the installation and with a breakpoint for
the curve based on the lowest resonance associated with the platform. Tailoring of the
frequency of application can be done based on the operating frequencies of antenna-radiating
equipment. Tailoring should also include transmitters that are not part of the platform. For
equipment used in benign environments, the requirement may not be necessary.
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Test procedures: This type of test is often considered as a bulk current test since current is
the parameter measured. However, it is important to note that the test signal is inductively
coupled and that Faraday's law predicts an induced voltage in a circuit loop with the resultant
current and voltage distribution dependent on the various impedances present. For this reason,
the test method under MIL-STD-461G reverts to an older method that was used in MIL-STD-
461D and MIL-STD-462D. Instead of leveling primarily on the cable-induced current, the pre-
calibrated forward power is the primary target, with only a frequency-independent induced cable
current limit equal to 6 dB above the flat (maximum) portion of the applicable limit. With this
older method, which is found in SAE ARP1972, and RTCA DO-160C/D, the relationship
between the Bulk Cable Injection (BCI) cable currents and those induced by radiated fields will
agree more closely for shielded cables, while being no different for unshielded cables.

It should be noted that the method used for MIL-STD-461E and MIL-STD-461F works well with
heuristically determined cable currents such as in DEF STAN 59-411, because there the
previously measured cable current is in fact the target, not the precalibrated forward power.
With limits based on the physics of field-to-wire coupling as described in previous paragraphs,
controlling the induced potential and allowing the current to be determined by the cable
impedance is the proper technique.

The calibration fixture with terminations is a 50 ohm transmission line. Since the injection probe
is around the center conductor within the fixture, a signal is being induced in the loop formed by
the center conductor, the two 50 ohm loads, and the structure of the fixture to which the 50 ohm
loads are terminated. From a loop circuit standpoint, the two 50 ohm loads are in series,
providing a total loop impedance of 100 ohms. Because of the transmission line configuration,
inductance effects are minimized. Measurement of induced current levels is performed by
measuring a corresponding voltage across one of the 50 ohm loads. Since the 50 ohm loads
are in series for the induced signal, the total drive voltage is actually two times that being
measured.

The actual current that appears on a tested cable from the pre-calibrated drive signal depends
on the loop impedance associated with the cable and the source impedance characteristics of
the drive probe and amplifier. If the loop impedance is low, such as would often result with an
overall shielded cable, currents greater than those in the calibration fixture will result. The
maximum required current is limited to 6 dB above the flat plateau portion of the pre-calibration
current limit.

In the past, MIL-STD-462 included a test procedure, CS02, which specified capacitive coupling
of a voltage onto individual power leads. As is the case for this test procedure, CS02 assessed
the effect of voltages induced from electromagnetic fields. CS114 improves on CS02 by
inducing levels on all wires at a connector interface simultaneously (common mode) which
better simulates actual platform use. Also, a deficiency existed with CS02 since the RF signals
were induced only on power leads. This test procedure is applicable to all EUT cabling.

The requirement to generate loop circuit characterization data has been removed from this
version of the standard. The information was not being used as it was originally envisioned.

A commonly used calibration fixture is shown on Figure A-16. Other designs are available.
The top is removable to permit the lower frequency probes to physically fit. The calibration
fixture can be scaled to accommodate larger injection probes. Figure A-17 displays the
maximum VSWR that this calibration fixture should exhibit when measured without a current
probe installed in the fixture. The presence of a probe will usually improve the VSWR of the
fixture.
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An advantage of this type of conducted testing as compared to radiated susceptibility testing is
that voltage and current levels can be more easily induced on the interfaces that are
comparable to those present in installations. The physical dimensions of the EUT cabling in a
test setup are often not large enough compared to the installation for efficient coupling at lower
frequencies.

In the past, some platform-level problems on Navy aircraft could not be duplicated in the
laboratory using the standard test procedures in earlier versions of this standard. It was
determined that differences between the aircraft installation and laboratory setups regarding the
laboratory ground plane and avionics (aircraft electronics) mounting and electrical bonding
practices were responsible. Most avionics are mounted in racks and on mounting brackets. At
RF, the impedances to general aircraft structure for the various mounting schemes can be
significantly different than they are with the avionics mounted on a laboratory ground plane. In
the laboratory, it is not always possible to produce a reasonable simulation of the installation. A
ground plane interference (GPI) test was developed to detect potential failures due to the
higher impedance. In the GPI test, each enclosure of the EUT, in turn, is electrically isolated
above the ground plane and a voltage is applied between the enclosure and the ground plane
to simulate potential differences that may exist in the installation. Since CS114 provides similar
common mode stresses at electrical interfaces as the GPI, the GPI is not included in this
standard. However, the Navy may prefer to perform an additional susceptibility scan for aircraft
applications with an inductor placed between the EUT enclosure and ground plane to more
closely emulate the results of a GPI setup. The primary side of a typical CS101 injection
transformer is considered to be an appropriate inductor.

CS114 has several advantages over the GPI as a general evaluation procedure. The GPI often
results in significant current with little voltage developed at lower frequencies. CS114 is a
controlled current test. A concern with the GPI test, which is not associated with CS114, is that
the performance of interface filtering can be altered due to isolation of the enclosure from the
ground plane. The results of CS114 are more useful since the controlled current can be
compared with current levels present in the actual installation induced from fields. This
technique has commonly been used in the past for certification of aircraft as safe to fly.

Testing is required on both entire power cables and power cables with the returns removed to
evaluate common mode coupling to configurations that may be present in different installations.
In some installations, the power returns are routed with the high side wiring. In other
installations, power returns are tied to system structure near the utilization equipment with
system structure being used as the power return path.

Insertion loss characteristics of injection probes are specified on Figure CS114-2 of the test
procedure. A control on insertion loss has been found to be necessary to obtain consistency in
test results. Insertion loss is measured as shown on Figure A-18. It is the difference in dB of
the power applied to the probe installed in the calibration fixture and the power level detected by
the measurement receiver. Lower insertion loss indicates more efficient coupling. Since the
signal level that is induced in the calibration fixture is equally divided between the 50 ohm
coaxial load and the measurement receiver, the lowest possible loss is 3 dB. The use of a
network analyzer or measurement receiver that includes a tracking generator can simplify the
measurement.
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FIGURE A-18. Insertion loss measurement.

Techniques using network analyzers or spectrum analyzers with tracking generators can
simplify the measurements for both 5.12.3.4b calibration and 5.12.3.4c EUT testing portions of
the procedure. For example, the output signal can first be set to a predetermined value such as
1 mW and the flatness of the signal with frequency can be separately verified through a direct
connection to the receiver. With this same signal then applied to the directional coupler, the
induced level in the calibration fixture can be directly plotted.

Ideal bulk cable monitor probes would have no effect on the circuit under test. In reality, there
is a transfer function associated with insertion into the calibration or test circuit (not to be
confused with insertion loss). However, a well-engineered probe might introduce only a 1 dB
response change after introduction into the 100 Q calibration circuit. There are other problems
that may be encountered when conducting a bulk cable test (e.g. loose or damaged
connections and center pins, damaged cables, bad attenuators, bad terminations, overheated
injection or monitor probe and incorrect monitor probe factors). In computer controlled
systems, it is possible to cross the two spectrum analyzers or use of the probe outside of an
appropriate band without realizing it. These will never be discovered while conducting the test.
Therefore, revision G adds the monitoring probe to the calibration step and a new verification
step was added.

The lower frequency limit for ships and submarines has been extended to 4 kHz to simulate
common mode currents that have been found to be present on AC power cables for EUTs
installed on platforms with solid state power generation (ships and submarines). The calibration
limit from 4 kHz to 10 kHz is 77 dBpA. This limit is achievable with a 100 watt power amplifier
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and an injection probe which complies with the insertion loss requirement of Figure CS114-2. A
possible alternative to the injection probe method below 10 kHz is to utilize a CS101 injection
transformer in each power lead and to drive all in parallel. The common mode current is
measured between the injection transformers and the EUT power input. The alternative
method for a three-phase ungrounded power system is shown schematically on Figure A-19.
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FIGURE A-19. CS114 alternate test setup, three phase delta power system.

A.5.13 (5.13) CS115, conducted susceptibility, bulk cable injection, impulse excitation.

Applicability and limits: The requirements are applicable to all electrical cables interfacing
with EUT enclosures. The basic concern is to protect equipment from fast rise and fall time
transients that may be present due to platform switching operations and external transient
environments such as lightning and electromagnetic pulse. The requirement is intended to
replace "chattering relay" type requirements (RS06 in MIL-STD-461C) commonly used in
procurements of equipment for aircraft applications in the past. The chattering relay has been
criticized as unscientific and non-repeatable. The CS115 requirement has a defined waveform
and a repeatable coupling mechanism.

The 2 nanosecond rise time is consistent with rise times possible for the waveforms created by
inductive devices interrupted by switching actions. The 30 nanosecond pulse width
standardizes the energy in individual pulses. In addition, it separates the rising and falling
portions of the pulse so that each may act independently. Also, each portion may affect
different circuits. The 5 ampere amplitude (500 V across 100 ohm loop impedance calibration
fixture) covers most induced levels that have been observed during system-level testing of
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aircraft to transient environments. The 30 Hz pulse rate is specified to ensure that a sufficient
number of pulses are applied to provide confidence that the equipment will not be upset.

Many circuit interfaces are configured such that potential upset is possible for only a small
percentage of the total equipment operating time. For example, a microprocessor may
sequentially poll various ports for input information. A particular port may continuously update
information between polling intervals. If the transient occurs at the time the port is accessed,
an upset condition may result. At other times, no effect may occur.

Possible tailoring by the procuring activity for contractual documents is lowering or raising the
required amplitude based on the expected transient environments in the platform. Another
option is to adjust the pulse width based on a particular environment onboard a platform or for
control of the energy content of the pulse.

Test procedures: The excitation waveform from the generator is a trapezoidal pulse. The
actual waveform on the interconnecting cable will be dependent on natural resonance
conditions associated with the cable and EUT interface circuit parameters.

A circuit diagram of the 50 ohm, charged line, pulse generator required by CS115 is shown on
Figure A-20. Its operation is essentially the same as impulse generators used to calibrate
measurement receivers except that the pulse width is much longer. A direct current power
supply is used to charge the capacitance of an open-circuited 50 ohm coaxial line. The high
voltage relay is then switched to the output coaxial line to produce the pulse. The pulse width is
dependent upon the length of the charge line. The relay needs to have bounce-free contact
operation.

The calibration fixture with terminations is a 50 ohm transmission line. Since the injection probe
is around the center conductor within the fixture, a signal is being induced in the loop formed by
the center conductor, the two 50 ohm loads, and the structure of the fixture to which the 50 ohm
loads are terminated. From a loop circuit standpoint, the two 50 ohm loads are in series,
providing a total loop impedance of 100 ohms. Because of the transmission line configuration,
inductance effects are minimized. Measurement of induced current levels is performed by
measuring a corresponding voltage across one of the 50 ohm loads. Since the 50 ohm loads
are in series for the induced signal, the total drive voltage is actually two times that being
measured.

236



Downloaded from http://www.everyspec.com

MIL-STD-461G
APPENDIX A

PULSE
RATE
CONTROL

VARIABLE
DC POWER
SUPPLY

HIGH VOLTAGE
COAXIAL RELAY

/ 50 OHM COAXIAL
CHARGE LINE
ol — 50 OHM
I

N COAXIAL
! oUTPUT
T CONNECTOR

«

50 OHM COAXIAL
OUTPUTLINE — y

FIGURE A-20. Circuit diagram of CS115 pulse generator.

Paragraph 5.13.3.4b(3) of CS115 requires verification that the rise time, fall time, and pulse
width portions of the applied waveform are present in the observed waveform induced in the
calibration fixture. Figure A-21 shows a typical waveform that will be present. Since the
frequency response of injection probes falls off at lower frequencies, the trapezoidal pulse
supplied to the probe sags in the middle portion of the pulse that is associated with the lower
frequency content of the applied signal. The relevant parameters of the waveform are noted. It
is critical that an injection probe be used with adequate response at higher frequencies to
produce the required rise time and fall time characteristics.

As also specified in CS114, testing is required on both entire power cables and power cables
with the returns removed to evaluate common mode coupling to configurations which may be
present in different installations. In some installations, the power returns are routed with the
high side wiring. In other installations, power returns are tied to system structure near the
utilization equipment with system structure being used as the power return path.
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FIGURE A-21. Typical CS115 calibration fixture waveform.

RS06 was previously included in MIL-STD-462. RS06 was a formalization of the "chattering
relay" test used widely throughout the military aircraft industry. This test procedure improves on
RS06. The chattering relay has been found to be effective for determining upset conditions of
equipment. The basic concept was to electrically connect the relay coil in series with a normally
closed contact and allow the relay to continuously interrupt itself. The wire between the coil and
contact was used to couple the transient onto EUT cables. The greatest concern with the
chattering relay is that it does not produce a repeatable waveform since an arcing process is
involved. The particular relay being used and the condition of its contact and coil mechanics
play a large role. CS115 retains the most important characteristic of the chattering relay which
is the fast rise time waveform and also has the important advantage of a consistent excitation
waveform.

The same calibration fixture used for CS114 can be used for this test procedure. An available
design is shown on Figure A-16.
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A.5.14 (5.14) CS116, conducted susceptibility, damped sinusoid transients, cables and
power leads.

Applicability and limits: The requirements are applicable from 10 kHz to 100 MHz for all
electrical cables interfacing with each EUT enclosure and also individually on each high side
power lead. Power returns and neutrals need not be tested individually. The basic concept is
to simulate electrical current and voltage waveforms occurring in platforms from excitation of
natural resonances.

In contrast to CS115 that excites natural resonances, the intent of this requirement is to control
the waveform as a damped sine. Damped sine waveforms (sometimes complex combinations)
are a common occurrence on platforms from both external stimuli such as lightning and
electromagnetic pulse and from platform electrical switching phenomena. Waveforms
appearing on cables can be due to the cable itself resonating or to voltage and current drives
resulting from other resonances on the platform. Wide frequency coverage is included to
account for a wide range of conditions. Transients caused from switching actions within the
platform can also result in similar waveforms.

A consideration for the requirement is whether momentary upsets are allowable if the EUT is
capable of self-recovery to normal operation. Some upsets may occur that are not even noticed
by an operator due to self-correcting mechanisms in the equipment. There may be cases
where longer term upset is acceptable which may possibly require action by an operator to
reset the equipment. The EMITP should address any instances where the contractor proposes
that observable upsets be accepted.

A limited set of damped sine waves is specified to address a sampling of the various ringing
frequencies that may be present in the platform. An advantage of using a set of damped sine
waves is that different circuit types are evaluated for various waveform attributes that may
cause worst-case effects. Some circuits may respond to peak amplitude while others may
respond to total energy or rate of rise.

The requirement to test at resonant frequencies determined through loop circuit
characterization evaluation has been removed from this version of the standard. Test
experience had shown that equipment was no more susceptible at these frequencies than the
standard frequencies.

The current limits are set at levels that cover most induced levels found in platforms during
system-level testing to external transient environments. The lower frequency breakpoints are at
worst-case platform resonant frequencies below which the response will fall off at 20
dB/decade. The upper frequency breakpoint is located where the spectral content of the
transient environments falls off.

Possible tailoring of the requirements by the procuring activity in contractual documents is to
adjust the curve amplitude either higher or lower based on the degree of protection provided in
the area of the platform where the equipment and interconnecting cabling will be located. A
caution with this particular requirement based on past experiences is that the platform designer
should be required to share in the burden of the hardening process by providing stress
reduction measures in the platform. The equipment should not be expected to provide the total
protection. Protection against transients generated internal to the platform needs to remain a
consideration. Another potential tailoring area is adjusting the lower frequency breakpoint to be
more consistent with the lowest resonance of a particular platform.

Test procedures: The calibration fixture with terminations is a 50 ohm transmission line.
Since the injection probe is around the center conductor within the fixture, a signal is being

239



Downloaded from http://www.everyspec.com

MIL-STD-461G
APPENDIX A

induced in the loop formed by the center conductor, the two 50 ohm loads, and the structure of
the fixture to which the 50 ohm loads are terminated. From a loop circuit standpoint, the two 50
ohm loads are in series, providing a total loop impedance of 100 ohms. Because of the
transmission line configuration, inductance effects are minimized. Measurement of induced
current levels is performed by measuring a corresponding voltage across one of the 50 ohm
loads. Since the 50 ohm loads are in series for the induced signal, the total drive voltage is
actually two times that being measured.

In the past, MIL-STD-462 included test procedures CS10, CS11, CS12, and CS13, which
addressed various types of damped sine testing on both cables and individual circuits or
connector pins. This test procedure is a single replacement for all those procedures. CS116
addresses testing of cables (interconnecting, including power) and individual power leads. The
common mode cable portion of the test is the best simulation of the type of condition present on
platforms from electromagnetic field excitation. The individual power lead test addresses
differential type signals present on platforms from switching functions occurring in the power
system.

As necessary, the test can be applied in a straightforward manner to wires on individual pins on
an EUT connector or to individual circuits (twisted pairs, coaxial cables, and so forth).

Since the quality factor (Q) of the damped sine signal results in both positive and negative
peaks of significant value regardless of the polarity of the first peak, there is no requirement to
switch the polarity of the injected signal.

The common mode injection technique used in this procedure and other procedures such as
CS114 is a partial simulation of the actual coupling mechanism on platforms. The magnetic
field in the injection device is present at the physical location of the core of the injection device.
In the platform, the electromagnetic field will be distributed in space. The injection probe
induces a voltage in the circuit loops present with the voltage dropping and current exists based
on impedances present in the loop. There is a complex coupling relationship among the
various individual circuits within the cable bundle. The injection probe is required to be close to
the EUT connector for standardization reasons to minimize variations particularly for higher
frequencies where the shorter wavelengths could affect current distribution.

Exercise caution to ensure that attenuators and current injection probes are rated such that
they will not be damaged nor have their characteristics altered by the injected signals.
Attenuators are generally rated in terms of their ability to handle average power. The peak
power and voltages associated with the injected susceptibility signal can damage attenuators.
For example, the 10 A current limit for CS116, exposes the attenuator to 500 V (10 A x 50
ohms) levels, which corresponds to a peak power of 5 kW ((500 V)?/50 ohms). Similarly,
current injection probes can have their magnetic properties altered by the pulsed signals.

For measurement of Q of the injected waveform, Figure CS116-1 specifies the use of the peak
of the first half-sine wave and the associated peak closest to being 50% down in amplitude.
Some facilities use a damped cosine waveform rather than a damped sine. Since this
waveform is more severe than the damped sine because of the fast rise time on the leading
edge, there is no prohibition from using it. Because of potential distortion caused by leading
edge effects, the first peak should not be used to determine Q for damped cosine waveforms.
The next half peak (negative going) should be used together with the associated negative peak
closest to 50% down (see Figure A-22). Equipment may exhibit failures with this waveform that
would not be present with the damped sine.
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FIGURE A-22. Typical CS116 calibration fixture sine and cosine waveforms.

A.5.15 (5.15) CS117, conducted susceptibility, lightning transients, cables and power
leads.

Applicability and limits: These levels and waveforms were derived from general and civil
aviation experience and are considered applicable to military aircraft equipment and
subsystems. This requirement is intended to address the equipment-level indirect effects of
lightning as outlined in the platform electromagnetic environments defined within MIL-STD-464,
specifically Figure 2 and Table 7.

Test method CS117 does not provide test coverage for either the Direct Effects or Nearby
Lightning requirement from MIL-STD-464. However, for most equipment, testing with some
combination of CS116 and CS115 may provide sufficient coverage to address the environment
for nearby lightning called out in MIL-STD-464. This is because the changing electromagnetic
fields primarily result in currents being induced on equipment cables. Equipment with antennas
and receivers that respond to low frequency fields (for example AM radio band or ADF sensors)
may require additional testing to satisfy MIL-STD-464, Nearby Lightning requirements.

The levels are defined as default values for the identified equipment classifications. The intent
was to give high confidence test levels for design assurance and equipment qualification that is
primarily targeted for aircraft flight/safety critical equipment within various installation locations
and types of aircraft construction/shielding. In the event that actual lightning threat levels from
the host aircraft are available, tailoring of the equipment test levels to match the host threat
levels (with appropriate margins) is encouraged and must be approved by the procuring
agency. More detailed discussion on this approach can be found in SAE ARPs 5412, 5414,
5415 and 5416.

The EUT will be specified as either internal or external by the procuring authority. Table VII
defines external located equipment as being located on a platform where it is exposed to the
external electromagnetic environment. The lightning induced coupling to wiring that is external
to the aircraft is expected to be significantly higher than coupling to wiring fully contained inside
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the protection of the aircraft main fuselage/shielded interior. Often there are line—replaceable
units (LRUSs) that are installed within the aircraft fuselage, but have wire bundles routed through
exterior portions of the aircraft. This situation would require the LRU to be tested to external
levels even though the LRU itself was inside the fuselage. Only the externally routed interfaces
to that LRU would need to be tested to higher levels. In addition, aircraft with portions of
structure that are constructed of non-conductive materials would be considered external and
any LRUs or wiring installed inside such structures would therefore need to meet the external
lightning threat. Examples of such could be an empennage or fairing made of non-conductive
composite materials. Aircraft often have wiring routed in wheel wells, bomb bays and leading
edge areas of the wings that are exposed to external threats during certain flight phases,
therefore wiring or LRUs in these areas would need to meet the external threat levels.

The waveform sets and levels of Table VIl were chosen based on information gathered from
SAE ARP5412 and RTCA DO-160. The applicability of each waveform set is highly dependent
on the location, routing and design of the EUT cable harness. For the purposes of this
procedure it is assumed that the majority of cable bundles under test are shielded. In this case,
it is expected that current will be driven down the low impedance bundles and that the required
current test levels of waveform set 2/1 and 4/5A will be achieved. The other factor to take into
account when selecting waveform sets is the cable bundle routing on an aircraft and the type of
coupling that may occur during a lightning event. In most cases the lightning transients will
predominantly be coupled through aperture coupling in which case waveform set 2/1 is
applicable. This type of coupling is dominant in metallic type aircraft. However, in situations
where a cable harness is routed through an area of the aircraft that is made of composite
material, the coupling may also consist of resistive coupling in addition to the aperture coupling.
This resistive coupling from the lightning transient passing through the composite material
stretches the double exponential waveforms typically seen in aperture coupling environments.
In these cases, the longer duration waveform set 4/5A is applicable in addition to waveform set
2/1 to cover the additional resistive coupling from the composite material. Waveform set 3/3 is
defined as a voltage test level due to the higher frequency content of the transient compared to
its double exponential counterparts and the typical interaction in cable harnesses in actual
aircraft environments and is applicable to all equipment installations. Waveform 6 will typically
only be present on very well shielded cable bundles, with the shielding terminated with a 360-
degree shield to connector terminations at the connectors on both ends of the bundle. These
types of very low impedance cables are typically found in areas of the aircraft that are
electromagnetically exposed outside the fuselage, such as landing gear regions, engines, flight
control surfaces, wingtips, or empennage regions. Cable bundles that are both not heavily
shielded and not routed outside the fuselage or wing structures will typically not be tested for
Waveform 6.

The current test level and limit level specified for individual power lines (identified in Table VII) is
the expected worst-case current for an individual core wire in an actual aircraft installation.
These worst-case current levels are based on information gathered from SAE ARP5412 and
RTCA DO-160. In a typical cable bundle made up of multiple leads, the total bundle current is
distributed in each lead and the larger current level is applicable. However, since power lines
are required to be tested separate from the bundle and the high side tested individually, it is
necessary to define a worst-case current limit for these individual leads (the value in Table VII)
S0 as not to force an extreme over-test condition.

There may also be similar situations where there are signal bundles to be tested with a
relatively low wire count. Bundles with only a few wires should utilize a current limit that is
based upon the individual wire limit (stated current limits in Table VII). The test should be
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performed and the injection currents controlled so as not to exceed these individual wire limits
for each individual wire. This may require an initial survey by testing the bundle to lower levels
to see how the currents distribute amongst the wires within the bundle. Once this distribution is
known, then the transients are judiciously applied so that the individual wire currents are well
controlled and do not exceed the individual wire limits. This control may drive a need to break
the test point into individual leads and test them separately, using the individual wire limits.

The requirement definition includes the timing effects associated with a Multiple Stroke and
Multiple Burst lightning event. RTCA DO-160 allows the Single Stroke and Multiple Stroke tests
to be performed separately. CS117 applies the Single Stroke and Multiple Stroke waveforms
as a combined test. For this reason the first stroke of the Multiple Stroke application has been
adjusted to the applicable Single Stroke test level from RTCA DO-160. The Multiple Stroke and
Multiple Burst tests are not synchronized to any particular EUT critical frequency so an irregular
pattern is applied and is not intended to be synchronized with the EUT timing processes. This
excites the system so that the probability of upsetting periodic signals in the EUT is increased.
The timing for the waveforms is defined in 5.15.3.4b(3). This irregular timing approach results
in excitation of the cable resonance points.

Test Procedures: It is desired to initially test to the current test levels I+ for Waveform 1 and
5A. For low impedance bundles, this is generally not an issue. However, for unshielded and
hybrid (mix of shielded and unshielded wiring) bundles, the higher impedance may result in the
voltage test limit (V) being achieved before I+ which will then require a Waveform 2 and 4 test
to be completed. In the case that V_is achieved during a Waveform 1 or 5A test, it can be
acceptable to go over V| to meet the |+ requirements. Caution is urged during this test
condition as it may induce core voltages in excess of hardware design limits. Consultation with
engineering design is recommended.

Transient amplitude determination can be a significant source of test variability and error. The
techniques used not only determine the susceptibility threat level applied to the EUT, but they
are also the basis of timing measurements that determine whether the wave-shape is compliant
during generator calibration/verification. Variability and error can be minimized by using
consistent oscilloscope measurement techniques when making transient measurements. The
proper time scale and the use/placement of cursors are critical to proper measurements.

Time Scale Selection: It is important for consistent transient amplitude measurements to
choose the proper time scale. This improves consistency in the identification of high frequency
noise versus the transient being measured. During generator calibration/generator
performance verification, the time scale should be set to the minimum time per division that
displays all of the waveform parameters necessary to show compliance. For example, for most
oscilloscopes, 1 us per division is the minimum time scale which displays the required
waveform parameters for Waveform 3 at 1 MHz. Depending on transient generator design and
waveform set, the open circuit voltage and short circuit current time scales may be different.

Cursor Placement: Whenever a voltage or current transient amplitude measurement
determines the level applied to the EUT, including cable bundle test’'s generator performance
verification, and cable bundle test’s test sequences, peak amplitude should be determined by
manually placing the oscilloscope’s horizontal cursors rather than by using automatic
measurement functions which just report the absolute peaks. The possibility of under-testing is
the reason the use of cursors is advisable when the measurement determines the level applied
to the EUT. Transient characteristics described in this section such as high frequency noise
and the inductive kick effect, which are not uncommon, cause the absolute peak of the transient
to be higher than the actual transient amplitude. If a transient is free of these characteristics,

243



Downloaded from http://www.everyspec.com

MIL-STD-461G
APPENDIX A

both measurement techniques will yield the same amplitude. One transient characteristic that
may appear during both generator calibration/generator performance verification and the EUT
test sequence is high frequency (high with respect to the intended transient’s frequency
components) noise. High frequency noise can appear on the leading edge and/or peak of both
damped sine and double exponential waveforms and it should be ignored/not given credit.

Figure A-23 is an example of correct amplitude determination of a Waveform 3 damped sine
transient with high frequency noise. The narrow spike on the peak of this transient’s first cycle
is the high frequency noise that should be ignored during amplitude determination. The narrow
spike gradually opens as amplitude decreases, requiring a subjective judgment of where to
place the cursor. The narrow spike should be minimized or not exist during the generator
calibration/generator performance verification, but may be unavoidable as a loading effect
during the EUT test sequence. As shown in this example, place the cursor at the peak where
there is some discernable energy under the curve. This discernable energy under the curve
amplitude determination criterion illustrates the importance of time scale choice.
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FIGURE A-23. High frequency noise - Waveform 3 amplitude determination.

Figure A-24 is an example of correct amplitude determination of a Waveform 4 double

exponential transient with high frequency noise. Loading effect high frequency noise is present
both as the narrow spikes on the leading edge and peak of the transient and as a hash around
the decay of the transient. Since the double exponential test transient is masked by high
frequency noise, a curve was drawn to represent the test transient based on the general
underlying waveshape, which may differ from the generator calibration/generator performance
verification waveshape. As shown in this example (and similar to Figure A-23), place the peak
amplitude cursor at the peak of the curve representing the test transient. Understand that there
is energy under the curve that is masked by the noise, in order to avoid overly conservative
cursor placement at the base of the noise. The curve representing the test transient may be
drawn on a printed waveform or may only be drawn mentally by an experienced operator.
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Ideally, transient generators do not produce even close to this amount of high frequency noise
during generator calibration/generator performance verification, but some amount may be
present. In this case, base the 50% amplitude point that determines T2 on the peak amplitude
cursor. In both of these examples, the subjective judgment of the test operator is required, but
that is unavoidable. The use of an automatic measurement function for either transient would
result in amplitude over-reporting, an unacceptable under-test if the measurement determines
the level applied to the EUT. Careless cursor placement can result in amplitude under-
reporting, an unnecessary over-test.
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FIGURE A-24. High frequency noise - Waveform 4 amplitude determination.

In general, amplitude determination of transients with loading effects is no different than
amplitude determination of transients that follow the ideal damped sine or double exponential
waveforms: the peak of the transient is the amplitude if there is discernable energy under the
peak. For example, Figure A-25 is a Waveform 5A double exponential transient with two
notable loading effects- ripple and high frequency noise. Ripple should only be present as a
loading effect, not during generator calibration/generator performance verification, if the
generator is well designed. Ripple can appear on damped sine and double exponential
waveforms, with or without higher frequency spikes included. Like most other loading effects,
the peak of the test transient is the peak of the ripple, but high frequency noise should still be
ignored. In this example, the upper cursor gives credit for the high frequency noise and is
therefore incorrect amplitude determination that results in an under-test. The second cursor is
correct amplitude determination because it ignores high frequency noise as described above,
yet gives credit for the peak of the ripple. Like Figure A-24, a curve was drawn between the
peaks of the ripple as another example of representing the test transient based on the general
underlying waveshape, which may differ from the generator calibration/generator performance
verification waveshape.
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Waveform 5A with Ripple and HF Noise
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FIGURE A-25. Ripple with high frequency noise - Waveform 5A amplitude determination.

The most common damped sine loading effect is the inductive kick effect, which arises because
of the ability of inductance in the load circuit (EUT) to store energy initially upon discharge of
the transient generator. The stored energy is released later in the cycle, increasing the charge
on the generator’s tank capacitor above the open circuit level. The result is subsequent peak(s)
of higher amplitude than the first peak and of higher amplitude than the generator was charged
to, as shown on Figure A-26.

Figure A-26 is a Waveform 3 cable bundle test. Since the second positive peak is more than
20% higher than the first positive peak record the amplitude of the second positive peak, which
is currently at the requirement level +20% (the maximum allowed amplitude tolerance). The
goal is to reach the requirement level with the first peak, however to avoid overstressing the
EUT, it is acceptable to stop leveling, if one of the subsequent peaks reaches the requirement
level plus the maximum allowed amplitude tolerance (20%).
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Waveform 3 with Inductive Kick Effect
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FIGURE A-26. Inductive kick effect - Waveform 3 amplitude determination.

A.5.16 (5.16) CS118, personnel borne electrostatic discharge.

Applicability and limits: The requirement is applicable to electrical, electronic, and
electromechanical subsystems and equipment which does not interface with or control
ordnance items. This is a hew requirement in MIL-STD-461G to address effects of electrostatic
discharging on electrical and electronic equipment caused by human ESD. This test
methodology is not part of any other military standard. Implementation of this requirement at
the subsystem level supports the requirements outlined in MIL-STD-464 for electrostatic charge
control at the system level.

ESD will have its greatest effect on equipment with intentional seams and apertures, such as
controls and displays: equipment designed to provide a man-machine interface. Equipment of
the type labeled “black box,” with six metal sides and only connector interfaces are much less
likely to be susceptible to ESD, and less likely to be handled while operational. Therefore such
“black box” type equipment are prime candidates for qualification by analysis. The analysis
being that these “black boxes” are inherently hard, and inherently isolated from ESD events.

Failures caused by ESD are caused by the rapid transfer of charge (current) and the short
duration, high-energy radiated electromagnetic fields generated during the ESD event. The
effects of these failures may be immediate or latent (delayed), with the failure mode ranging
from a temporary deviation in the subsystem’s specified performance to damage requiring
repair or replacement of the affected component(s) or subsystem. The failures may be
subdivided into two categories: “soft” and “hard” ESD-induced failures.

Soft ESD-induced failures are typically characterized by the momentary disruption in operation
of a subsystem’s internal circuitry. The first source of this disruption is the short duration, high-
energy radiated electromagnetic field generated by the ESD discharge. This field couples to
traces on the circuit board. As the electromagnetic field decays, the circuit returns to normal
operation without any lasting damage. The second source is the current associated with the
rapid transfer of charge during the ESD event. This current may cause a momentary level shift
such as a change in the voltage measured by an analog-to-digital converter, or momentary
actuation of an active component (e.g. Insulated Gate Bipolar Transistor or “H” bridge). The
operation of the circuit returns to normal as this transient current approaches zero.
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Hard ESD-induced failures typically involve physical damage to subsystem circuitry such as
discrete and integrated bipolar and metal oxide semiconductor (MOS) components. Damage
occurs through thermal and dielectric breakdown within the underlying semiconductor material,
or metallization melt with damage to bond wires. Passive components such as filter capacitors
may also be affected when repeated exposure to ESD causes a breakdown of the dielectric
material. This results in the filter capacitor acting more like a resistor than a capacitor.
Immunity to ESD is reduced, and the probability of subsystem susceptibility to the external
electromagnetic environment (EME) and increased unintended emissions levels on conductors
connected to the affected circuit increases.

Test procedures: The test procedure described in this section presents a controlled method to
evaluate the susceptibility of electrical and electronic subsystems to ESD. The intent is to cover
subsystem aspects accessible by personnel during EUT operations. The test equipment and
procedures are based upon internationally recognized standards such as IEC 61000-4-2. The
use of a single configuration with bonding as installed in actual usage is intentional. The
insertion of an isolated handling test was considered, however the maximum charge transfer
should occur when the system is bonded, which makes the installed configuration the worst
case.

The verification of any ESD simulator prior to the start of testing is required to ensure the
validity of the test results. An ESD simulator is subject to repeated physical handling by the test
operator as hundreds, if not thousands of ESD events are applied to the EUT during a single
test. Depending on the usage profile i.e., number of tests performed over a given period, an
annual calibration interval is insufficient to detect and correct any ESD simulator-related issues.
At a minimum, the tip voltage should be verified prior to the start of testing, preferably on a daily
basis for a series of tests spanning several days. Verification of the peak discharge current and
discharge network time constant should be done at the beginning of test. The ESD current
target is available from several manufacturers of ESD test equipment.

Verification of the ESD simulator’s performance using the contact discharge waveform is
preferred over verification using the air discharge waveform. During application of an air
discharge event to the ESD target, the approach speed and angle of approach to the target
introduce variability into the waveform which is observable as a change in the rise time, peak
current, and duration of the waveform. Repeatability of the air discharge waveform is highly
dependent upon the skill of the operator. Annex E of ISO 10605:2008 provides further reading
in regards to the use of air discharge to verify the ESD simulator’s performance.

Exposure of the EUT to multiple discharges at different test points provides greater confidence
that the EUT will operate as designed when fielded. Test points typically include apertures or
seams in the case and connectors accessible to the user during operation. This also includes
test points such as dials, indicators, lamp bezels, switches, etc. All of these points represent
potential coupling paths, both direct and indirect, into the EUT. Exposure of these test points
ensures the electrical and mechanical design of the EUT is robust to the effects of ESD. For
example, the design of a commercially-available electronic module uses a printed circuit board,
conformal coated and contained within a non-hermetically sealed, non-conductive plastic
housing. The design of the housing has an integral one-way aperture which allows moisture to
escape from within the housing and equalize pressure between inside the housing and the
surrounding atmosphere. If this aperture is located near ESD-sensitive components, even if the
size of the aperture is on the order of a pinhole, the aperture will allow ESD to couple into the
components and disrupt its operation or damage the module beyond repair.
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A.5.17 (5.17) RE101, radiated emissions, magnetic field.

Applicability and limits: This requirement is specialized and is intended primarily to control
magnetic fields from 30 Hz to 100 kHz for applications where equipment is present in the
installation which is potentially sensitive to magnetic induction at lower frequencies. The most
common example is a tuned receiver that operates within the frequency range of the test.

RS101 is a complimentary requirement imposed on equipment to ensure compatibility with the

anticipated magnetic fields. The RS101 limits are higher to allow for variations in performance

between manufactured items and to account for the possibility that the emissions from the EUT
may couple into a larger physical area than that evaluated under the RS101 test procedures.

For Navy aircraft, the requirement is applicable for installations using anti-submarine warfare
(ASW) equipment, specifically equipment in the same cabinet or avionics bay, or that share the
same power bus or same cable bundles, as the ASW equipment. In addition, the requirement
should apply to any equipment that uses more than 6 amps of current on-board an ASW
aircraft.

The Navy RE101 limit is based on preventing induction of more than 0.5 pyV (nominal) in an RG-
264A/U transmission line (loop area, A, of 4.19 square centimeters), with a maximum induced
level of 4 yV at 60 Hz. The need to limit the low frequency magnetic field emissions from
equipment is due to the close proximity of electronic and electrical systems and associated
cables installed on the Navy platforms, and the essentiality of low frequency sensors and
systems. The primary concerns are potential effects to low frequency acoustic systems and
sensors, and ELF and VLF/LF communications systems and sensors that have sensitivities in
the nV range.

Note that the limit does not take into account magnetic effects from equipment such as
magnetic launchers, magnetic guns and the like.

An estimate can be made of the types of induced levels that will result in circuitry from the
limits. Magnetic fields act by inducing voltages into loop areas in accordance with Faraday's
law (V = -d¢/dt). For a uniform magnetic field perpendicular to the loop area, the induced
voltage from Faraday's law reduces to V = -2xfBA.

f = Frequency of Interest B = Magnetic Flux Density A = Loop Area

The Army RE101 limit is based on preventing induction of more than 2.5 mV (5 mV for RS101)
ina 12.7 cm (5 inch) diameter loop. Since magnetic induction is proportional to frequency and
the limit falls off at 20 dB/decade, the induced voltage in a given loop area is constant. Since
the Army limit is greater than or equal to the Navy limit at all frequencies, this induced level
represents the worst-case. The primary concerns are potential effects to engine, flight and
weapon turret control systems and sensors that have sensitivities in the mV range.

There are certain limited applications in the Air Force where an RE101 requirement needs to be
considered. These applications are primarily when a subsystem will be installed in an aircraft in
close proximity to an antenna connected to a VLF/LF receiver. An appropriate limit needs to be
chosen based upon distances between the equipment and the antenna.

For Army applications, possible tailoring is increasing the limit for single-use equipment that will
be located a sufficient distance from any potentially susceptible systems or waiving of the
requirement.

Test procedures: A 13.3 cm loop is specified for the test. If the maximum level is always
observed on one face or on one cable at all frequencies, then data only needs to be recorded
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for that face or cable. Typical points of magnetic field emissions leakage from EUT enclosures
are CRT yokes, transformers and switching power supplies.

MIL-STD-462D required measurement of emissions from electrical interface cables. This
standard limits measurements to electrical interface connectors. This change recognizes that
the connectors are the most likely place for emissions associated with electrical interfaces to
occur due to a number of reasons. One is that signal paths transition from normal cable
construction techniques (such as twisted pairs) to parallel routing through the connector pins.
Also, there are potential contributions from shield termination techniques.

A possible alternative measurement tool in this frequency range is wave analyzer using a Fast
Fourier Transform algorithm. Use of this type of instrumentation requires specific approval by
the procuring activity.

A generic correction factor curve was included in MIL-STD-462D to convert from the voltage
indicated by the measurement receiver to the magnetic field in dBpT. However, the various
manufacturers use different construction techniques that cause the actual factor to vary
somewhat. Therefore, it is necessary to use the manufacturers’ supplied data.

Measurements are now required for each point of maximum radiation which exceeds the RE101
limit at 7 cm. These measurements are performed by increasing the measurement distance
until the emission falls below the specified limit. The fall-off measurement data is intended to
assist the equipment designer in determining the source of the magnetic field emissions and in
the development of appropriate mitigation techniques. It should be noted the EUT is required to
comply with the applicable RE101 limit at 7cm; this is not a change to the RE101 limit or
measurement distance.

A.5.18 (5.18) RE102, radiated emissions, electric field.

Applicability and limits: The requirements are applicable from 10 kHz to 18 GHz for electric
field emissions from the EUT and associated cables. The basic intent of the requirement is to
protect sensitive receivers from interference coupled through the antennas associated with the
receiver. Many tuned receivers have sensitivities on the order of 1 gV and are connected to
intentional apertures (the antenna) that are constructed for efficient reception of energy in the
operating range of the receiver. The potential for degradation requires relatively stringent
requirements to prevent platform problems.

There is no implied relationship between this requirement and RS103 that addresses radiated
susceptibility to electric fields. Attempts have been made quite frequently in the past to
compare electric field radiated emission and susceptibility type requirements as a justification
for deviations and waivers. While RE102 is concerned with potential effects with antenna-
connected receivers, RS103 simulates fields resulting from antenna-connected transmitters.

Often, the same equipment item will be involved in influencing both requirements. A 30 watt
VHF-AM radio with a typical blade antenna operating at 150 MHz can easily detect a 40
dBuV/m electric field (approximately -81 dBm developed at receiver input) while in the receive
mode. When this same piece of equipment transmits at the same 150 MHz frequency, it will
produce a field of approximately 150 dBuV/m (32 V/m) at a 1 meter distance. The two field
levels are 110 dB apart.

The limit curves are based on experience with platform-level problems with antenna-connected
receivers and the amount of shielding typically between antennas and equipment and
associated wiring. The limits for surface ships, both topside and below deck, is based on
numerous documented incidents of case and cable radiation coupling to receiver antennas and
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sensitive systems. The topside limit is more stringent than corresponding electric field radiation
emissions requirements contained in military-related international agreements and standards
such as those used by NATO. The below deck limit is comparable to many
commercial/international standards.

For submarines, the RE102 limit distinguishes between equipment located internal versus
external to the pressure hull. For equipment located external to the pressure hull, stricter limits
are imposed. Possible tailoring is to apply the external RE102 requirement only to equipment
that is located above the waterline.

The limit curves for equipment in internal installations on fixed wing aircraft are placed for air
vehicles that are not designed to have intentionally shielded volumes that are effective across
the frequency range of the test. Some minimal shielding is present. The curve for equipment
in external installations and helicopters is 10 dB more stringent because even this minimal
shielding is not available.

These limits for the 30 to 400 MHz band, in particular, have been validated as being properly
placed. It has become standard practice on some aircraft programs to use spectral analysis
equipment wired to aircraft antennas to assess degradation due to radiated emissions from
onboard equipment. Many problems due to out-of-limit conditions in this band have been
demonstrated. It has also been determined that equipment meeting the limit generally does not
cause problems. Most of this experience is on fighter size aircraft. The 20 dB/decade increase
in the limit above 100 MHz is due to the aperture size of a tuned antenna (GA*/(4r)) decreasing
with frequency. The coupled power level from an isotropic tuned antenna will remain constant.
The curve breaks at 100 MHz because of difficulty with maintaining a tuned antenna due to
increasing physical size and the lower likelihood of coupling to the antenna with longer
wavelengths.

For Air Force aircraft, there is no limit specified below 2 MHz for internal equipment. There are
antennas on some aircraft that operate below 2 MHz; however, these antennas are usually
magnetic loops that have an electrostatic shield. These antennas have very short electrical
lengths with respect to the wavelength of frequencies below 2 MHz and any electric field
coupling will be inefficient. The inefficient coupling to cabling at lower frequencies has been
demonstrated innumerable times in EMI testing.

For Navy aircraft, the starting frequency was reduced to capture electrical switching noise
sources to address their impact on sensitivities and range of specialized receivers. The
increased use of switching power supplies can raise the noise floor of the ground plane the
antennas are referencing and has been shown to affect the reception abilities of sensitive
receivers.

The limits for Navy mobile and all Army ground equipment are the same. Also, the limits for
Navy fixed and all Air Force ground equipment are identical. The 20 dB difference between the
limits exists because of the general situations where the equipment is deployed. The Navy
mobile is primarily oriented toward the Marines that operate in a fashion similar to the Army.
Equipment is often very close to unprotected antennas such as installations in vehicles or tents
or near physically small helicopter aircraft. The Navy fixed and most Air Force installations
have less critical coupling situations with regard to antenna coupling.

The limit for surface ships is based on numerous documented incidents of case and cable
radiation coupling to receiver antennas. The use of hand-held type transceivers below deck
within a ship is increasing and can be plagued by excessive levels of interference below deck.
The limit is more stringent than corresponding electric field radiation emissions requirements
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contained in military-related international agreements and standards such as those used by
NATO.

Another issue is that there have been substantial conflicts between allowed radiated levels
implied by the power quality limits of MIL-STD-704 and previous MIL-STD-461 requirements.
For example, MIL-STD-704 allows approximately 0.63 Vs on 115 V, 400 Hz, AC power buses
at 15 kHz. Based on laboratory testing, this level will radiate at approximately 76 dBuV/m. This
level is 31 dB above the previous MIL-STD-461 limit for aircraft equipment. It is interesting to
note that if the rod antenna in the MIL-STD-462 setup were usable down to 400 Hz, an
approximate 1 V/m level would be indicated because of the power source waveform.

Possible tailoring by the procuring activity for contractual documents is as follows. The limits
could be adjusted based on the types of antenna-connected equipment on the platform and the
degree of shielding present between the equipment, associated cabling, and the antennas. For
example, substantial relaxations of the limit may be possible for equipment and associated
cabling located totally within a shielded volume with known shielding characteristics. It may be
desirable to tailor the frequency coverage of the limit to include only frequency bands where
antenna-connected receivers are present. Some caution needs to be exercised in this regard
since there is always the chance the equipment will be added in the future. For example, it is
not uncommon to add communications equipment (such as HF radio) onboard an aircraft as
different missions evolve.

Based on the above discussion concerning MIL-STD-704, relaxing of RE102 limits for aircraft
should be considered at lower frequencies for power generation equipment to avoid conflicts
between the two sets of requirements.

Test procedures: Specific antennas are required by this test procedure for standardization
reasons. The intent is to obtain consistent results between different test facilities.

In order for adequate signal levels to be available to drive the measurement receivers,
physically large antennas are necessary. Due to shielded room measurements, the antennas
are required to be relatively close to the EUT, and the radiated field is not uniform across the
antenna aperture. For electric field measurements below several hundred megahertz, the
antennas do not measure the true electric field.

The 104 cm rod antenna has a theoretical electrical length of 0.5 meters and is considered to
be a short monopole with an infinite ground plane. It would produce the true electric field if a
sufficiently large counterpoise were used to form an image of the rod in the ground plane.
However, there is not adequate room. The biconical and double ridged horn antennas are
calibrated using far-field assumptions at a 1 meter distance. This technique produces
standardized readings. However, the true electric field is obtained only above approximately 1
GHz where a far field condition exists for practical purposes.

The defined configuration for rod antennas measurements on Figure RE102-6 came from a
study of various approaches to obtaining the most accurate results. A calibrated vertical field
was first generated using a special structure and was measured with an electrically small
broadband sensor (RS103) in an empty room, with the sensor located at the center position of
the rod. The rod antenna was then placed at its normal location and a field level indicated by
the rod antenna was measured (scaled to prevent saturation). Bonding the counterpoise to the
bench ground plane or the floor with a wide strap was found to enhance readings at higher
frequencies of the rod and depress readings at other frequencies. Floating the counterpoise
with the coaxial cable electrically bonded at the floor with a weak ferrite sleeve (lossy with
minimum inductance) on the cable produced the best overall results. Lowering the antenna

252



Downloaded from http://www.everyspec.com

MIL-STD-461G
APPENDIX A

such that the center point of the rod is 120 cm above the floor to be consistent with the other
antennas improved the results further.

For shielded enclosures that do not have an available point for bonding the coaxial cable from
the matching network to the floor directly beneath the counterpoise, a low inductance copper
sheet should be installed from the nearest access point on the floor to the counterpoise
location. Another possibility is to switch between rod and biconical at 20 MHz instead of 30
MHz, assuming the availability of a properly calibrated biconical over the extended frequency
range.

Another issue is that some rod antennas have output connectors that are not electrically
bonded to the matching network enclosure. These antennas include a common choke that
have the return side of the connector wired through the choke. It is required that these
antennas be modified to bond the shell of the connector to the enclosure. This change does
not affect the antenna factor but can have a large affect on the resulting measurements.

Antenna factors are determined using the procedures of SAE ARP958. They are used to
convert the voltage at the measurement receiver to the field strength at the antenna. Any RF
cable loss and attenuator values must be added to determine the total correction to be applied.

Previous versions of this standard specified conical log spiral antennas. These antennas were
convenient since they did not need to be rotated to measure both polarizations of the radiated
field. The double ridged horn is considered to be better for standardization for several reasons.
At some frequencies, the antenna pattern of the conical log spiral is not centered on the
antenna axis. The double ridged horn does not have this problem. The circular polarization of
the conical log spiral creates confusion in its proper application. Electric fields from EUTs
would rarely be circularly polarized. Therefore, questions are raised concerning the need for 3
dB correction factors to account for linearly polarized signals. The same issue is present when
spiral conical antennas are used for radiated susceptibility testing. If a second spiral conical is
used to calibrate the field correctly for a circularly polarized wave, the question arises whether a
3 dB higher field should be used since the EUT will respond more readily to linearly polarized
fields of the same magnitude.

Other linearly polarized antennas such as log periodic antennas are not to be used. Itis
recognized that these types of antennas have sometimes been used in the past; however, they
will not necessarily produce the same results as the double ridged horn because of field
variations across the antenna apertures and far field/near field issues. Uniform use of the
double ridge horn is required for standardization purposes to obtain consistent results among
different test facilities.

The stub radiator required by the procedure is simply a short wire (approximately 10 cm)
connected to the center conductor of a coaxial cable that protrudes from the end of the cable.
If signals radiated using the stub to verify antenna integrity require significantly more power
than previous integrity checks, then further investigation is warranted. AIR6236 can be used to
verify the performance of the antenna.

There are two different mounting schemes for baluns of available 104 cm rod antennas with
respect to the counterpoise. Some are designed to be mounted underneath the counterpoise
while others are designed for top mounting. Either technique is acceptable provided the
desired 0.5 meter electrical length is achieved with the mounting scheme.

The nominal 10 pF capacitor used with the rod antenna in 5.18.3.4c(3) as part of the system
check simulates the capacitance of the rod element to the outside world. The actual rod
capacitance depends on its width, so the manufacturer’'s recommended value should be used if
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available. With the rod antenna, the electric field present induces a voltage in the rod that is
applied to the matching network circuitry. One of the functions of the matching network is to
convert the high impedance input of the antenna element to the 50 ohm impedance of the
measurement receiver. The 10 pF capacitor ensures that the correct source impedance is
present during the check. Some antennas have a nominal 10 pF capacitor built into the rod
balun for calibration purposes and some require that an external capacitor be used.

For measurement system checks, establishing the correct voltage at the input to the 10 pF
capacitor can be confusing dependent upon the design of the antenna and the associated
accessories. Since, the electrical length of the 104 cm rod is 0.5 m, the conversion factor for
the induced voltage at the input to the 10 pF capacitor is 6 dB/m. If the limit at the
measurement system check frequency is 34 dBuV/m, the required field level to use for
measurement system check is 6 dB less than this value or 28 dBuV/m. The voltage level that
must be injected is:

28 dBuV/m — 6 dB/m = 22 dBuV

Since the input impedance at the 10 pF capacitor is very high, a signal source must be loaded
with 50 ohms (termination load or measurement receiver) to ensure that the correct voltage is
applied. A “tee” connection is used with the signal source connected to the first leg, the 50 ohm
load connected to the second leg, and the center conductor of the third leg connected to the 10
pF capacitor.

Accessories provided for rod antennas, such as calibration networks or voltage dividers, to
assist in signal injection and calibration have been found to have stray capacitance issues that
produce incorrect readings. The technique shown on Figure RE102-8 must be used. This
same technique should be used to determine calibration factors for the rod matching network.
A network analyzer signal output can be used to drive the 10 pF capacitor with the 50 ohm
termination connection routed to one of the analyzer receive ports (T) and the matching
network routed to the second receive port (R). With the analyzer operating in the mode to
produce T/R, the antenna factor is directly produced.

The stray capacitance issue mentioned above has also been found to result in incorrect factors
being supplied by organizations that calibrate rod antennas due to the use of incorrectly
designed calibration networks.

Some rod antennas include high pass filters that can be turned on and off by small switches
internal to the matching network. Caution should be exercised to ensure that the antennas
factors being used include the effect of any switches that are activated.

The antenna positioning requirements in this procedure are based on likely points of radiation
and antenna patterns. At frequencies below several hundred MHz, radiation is most likely to
originate from EUT cabling. The 104 cm rod and biconical antennas have wide pattern
coverage. The equation on Figure RE102-7 is based on the rod and biconical being placed at
least every 3 meters along the test setup boundary. The double ridge horns have narrower
beamwidths. However, the shorter wavelengths above 200 MHz will result in radiation from
EUT apertures and portions of cabling close to EUT interfaces. The requirements for antenna
positioning above 200 MHz are based on including EUT apertures and lengths of cabling at
least one quarter wavelength.

All the specified antennas are linearly polarized. Above 30 MHz, measurements must be
performed to measure both horizontal and vertical components of the radiated field.
Measurements with the 104 cm rod are performed only for vertical polarization. This antenna
configuration is not readily adapted for horizontal measurements.
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For equipment or subsystems that have enclosures or cabling in various parts of a platform,
data may need to be taken for more than one configuration. For example, in an aircraft
installation where a pod is located outside of aircraft structure and its associated cabling is
internal to structure, two different limits may be applicable. Different sets of data may need to
be generated to isolate different emissions from the pod housing and from cabling. The non-
relevant portion of the equipment would need to be protected with appropriate shielding during
each evaluation.

A.5.19 (5.19) RE103, radiated emissions, antenna spurious and harmonic outputs.

Applicability and limits: The requirements are essentially identical with CE106 for
transmitters in the transmit mode from 10 kHz to 40 GHz. There are no requirements for
receivers or transmitters in the standby mode. Most of the discussion under CE106 also
applies to RE103. A distinction between the requirements is that RE103 testing includes effects
due to antenna characteristics. The test itself is considerably more difficult.

It should be noted that for simplification the absolute measurement limits are given in terms of
power and not power spectral density. To be accurate the measured power should be given in
terms of power per receiver bandwidth e.g. above 1 GHz the limit is more correctly stated in

units of dBm/MHz since in that frequency range the receiver bandwidth is 1 MHz per Table 1.

Test procedures: Since the test procedure measures emissions radiating from an antenna
connected to a controlled impedance, shielded, transmission line, the measurement results
should be largely independent of the test setup configuration. Therefore, it is not necessary to
maintain the basic test setup described in the main body of this standard.

The test procedure is laborious and will require a large open area to meet antenna separation
distances. Equations in the test procedure specify minimum acceptable antenna separations
based on antenna size and operating frequency of the EUT. Antenna pattern searches in both
azimuth and elevation are required at the spurious and harmonic emissions to maximize the
level of the detected signal and account for antenna characteristics.

Sensitivity of the measurement system may need enhancement by use of preamplifiers and the
entire test needs to be coordinated with local frequency allocation authorities. All recorded data
has to be corrected for space loss and antenna gain before comparisons to the limit.

As shown on Figures RE103-1 and RE103-2, shielding might be necessary around the
measurement system and associated RF components to prevent the generation of spurious
responses in the measurement receiver. The need for such shielding can be verified by
comparing measurement runs with the input connector of the measurement receiver terminated
in its characteristic impedance and with the EUT in both transmitting and stand-by modes or
with the EUT turned off. Also, the receiving or transmit antenna may be replaced with a dummy
load to determine if any significant effects are occurring through cable coupling.

The RF cable from the receive antenna to the measurement receiver should be kept as short as
possible to minimize signal loss and signal pick-up.

The band-rejection filters and networks shown on Figures RE103-1 and RE103-2 are needed to
block the transmitter fundamental and thus reduce the tendency of the measurement receiver
to generate spurious responses or exhibit suppression effects because of the presence of
strong out-of-band signals. These rejection networks and filters require calibration over the
frequency range of test.

Some caution needs to be exercised in applying Table 1l of the main body of this standard. In
5.19.3.4d(4) of the test procedure, a power monitor is used to measure the output power of the
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EUT. In conjunction with the antenna gain, this value is used to calculate the effective radiated
power (ERP) of the equipment. In 5.19.3.4d(5) of the test procedure, the measurement
receiver is used to measure the power from a receiving antenna. This result is also used to
calculate an ERP. For the two measurements to be comparable, the measurement receiver
bandwidth needs to be sufficiently large to include at least 90% of the power of the signal
present at the tuned frequency. If the bandwidth in Table Il of the main body of the standard is
not appropriate, a suitable measurement receiver bandwidth should be proposed in the EMITP.

For measurement of the magnitude of harmonic and spurious emissions with respect of the
fundamental, the bandwidths of Table 1l will normally produce acceptable results, regardless of
whether the bandwidth is large enough to process 90% of the power. Since the signal
bandwidth of harmonic and spurious emissions is usually the same as the fundamental, use of
a common bandwidth for measuring both the fundamental and the emissions will provide a
correct relative reading of the amplitudes.

A.5.20 (5.20) RS101, radiated susceptibility, magnetic fields.

Applicability and limits: This requirement is specialized and intended primarily to ensure that
performance of equipment potentially susceptible to low frequency magnetic fields from 30 Hz
to 100 kHz is not degraded. RE101 is a complimentary requirement governing the radiated
magnetic field emissions from equipment and subsystems. The RE101 discussion is also
applicable to this requirement.

The Navy RS101 limit was established by measurement of magnetic field radiation from power
distribution components (transformers and cables), and the magnetic field environment of Navy
platforms. The Navy RS101 limit from 30 Hz to 2 kHz was derived from the worst case
magnetic field radiation from a power transformer (~170 dBpT) and applicable cable types
(DSGU-400), and takes into account the user equipment power line harmonic content and
maximum anticipated power consumption. The Navy RS101 limit above 2 kHz is based on the
measured magnetic field environment of Navy platforms.

The aircraft applicability is limited to equipment located next to or near high current devices
such as generator equipment, de-icing equipment, or motor driven equipment like large cable
reels. RS101 is not necessarily for ASW equipment, but rather systems exposed to ASW
equipment, generators, cable reels, etc. It is also applicable to external systems exposed to
magnetic fields from the Electromagnetic Aircraft Launch System (EMALS).

In past versions of this standard, the Navy RS101 and RE101 limits had the same general
shape with the RS101 limit being higher than the RE101 limit. In this version, there is a
deviation from this pattern where the difference between the two limits is greater in some
regions than in the past. This change is due to a recognition that there are localized areas on
the platforms where there are sources of higher level magnetic fields that must be tolerated.
The acceptance of these higher levels within the platform is not justification for overall
relaxation of the RE101 limit. Also, there is the possibility that the emissions from the EUT may
couple into a larger physical area than that evaluated under the RS101 test procedure.

The Army has maintained the basic relationship of the RS101 and RE101 limits having the
same shape. The RS101 limit is based on 5 mV (independent of frequency) being induced in a
12.7 cm (5 inch) diameter loop.

Test procedures: Laboratory tests have been performed to assess the possibility of using the
13.3 cm loop sensor specified in the RE101 test procedure instead of the 4 cm loop sensor
used in this test procedure to verify the radiated field. The testing revealed that the 13.3 cm
loop sensor did not provide the desired result due to variation of the radiated field over the area
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of the loop sensor. Due to its smaller size, the 4 cm loop sensor provides an accurate measure
of the field near the axis of the radiating loop. A generic correction factor curve was included in
MIL-STD-462D to convert from the voltage indicated by the measurement receiver to the
magnetic field in dBpT. However, the various manufacturers use different construction
techniques that cause the actual factor to vary somewhat. Therefore, it is necessary to use the
manufacturers’ supplied data.

The primary test procedure requires that testing be performed at each electrical interface
connector. On some small size EUTSs, connectors may be closely spaced such that more than
one connector can be effectively illuminated for a particular loop position. The EMITP should
address this circumstance.

Helmholtz coils generate a relatively uniform magnetic field that is more representative of the
environment experienced on some platforms, particularly submarines. For this reason, the AC
Helmholtz coil test option is preferred for submarine applications. In addition to providing a
more realistic test bed, Helmholtz coils will, in general, reduce test time. Application of the
guidelines and analytical expressions presented herein should enable users to design and
construct Helmholtz coils for RS101 testing.

AC Helmholtz coils may be designed in accordance with the following guidance.

a. A closed form solution for the magnetic flux density produced along the axis of a
series-driven system of two identical circular coils is:

2
NIr
B, = luo ! wm ! 32
2 |22+ ((d—z)2+r2)
where,
B, = magnetic flux density, Teslas
Mo = permeability of free space, Henrys/meter
N = number of turns (same for each coil)
| = current, Amperes
r = coil radius, meters
d = coil separation, meters
z = distance along common axis, meters

For a standard Helmholtz coil configuration, d = r. At the center of the test volume (z =
r/2), the above expression can be simplified:

(8.99x107 )N I
r

B. =

z

b. The coil impedance can be estimated using general expressions for an RL series
circuit. The dominant term for frequencies below 100 kHz is the coil inductance that is
the sum of each coil’s series inductance (L) and the mutual inductance (M) between
the two coils:

I—Total = 2('— + M)
where:
M=a N°r, o=0.494 x 10°Henrys/meter
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The series inductance can be estimated using the following expression for the external
inductance of a circular coil where the wire bundle cross section is circular in shape
and small relative to the coil radius:

L= Nzry{lntﬂj —~ ZJ
a

where: a = diameter of wire bundle cross section, meters

There are several practical limitations that must be considered when designing AC Helmholtz
coils.

a. The coil drive current is limited by coil impedance. The dominant term in the coll
impedance is the coil inductive reactance. Because it is proportional to the square of
the number of turns (N), the coils should be designed with a minimum number of turns
needed to meet the low frequency test limit. Depending on coil size, it may be
necessary to construct the coils with one or more taps so the number of turns can be
reduced at higher frequencies.

b. The coil self-resonant frequency must be greater than 100 kHz. At self-resonance, it
may not be practical to generate sufficient drive current to achieve the test limit.

c. A series voltage drop will exist across each coil that is proportional to the product of
the coil impedance and coil drive current. Because the voltage drops are separated in
space by the distance between the coils, a voltage gradient will exist (electric field in
V/m). This field is maximum near the perimeter of circular coils. If the EUT is relatively
small compared to the available test volume, this effect may not be a concern.
However, if the EUT is near the coil perimeter, or if the electric field magnitude is
significant relative to the RS103 electric field susceptibility requirement, then steps
should be taken to minimize the electric field.

It may not be practical using commonly available laboratory power amplifiers to achieve the
RS101 test limit for coils much larger than a meter in diameter. Consideration should be given
to tailoring the test limit if a larger Helmholtz coil is used. For example, it may be proposed that
the radiated test level exceed the limit by 3dB, rather than the 6 dB required for Helmholtz coils.
Any tailoring requires approval from the procuring activity.

Prior to initial use, the coils must be tested to ensure they are capable of generating the
required magnetic flux densities from 30 Hz to 100 kHz. Sufficient margin (2-3 dB) should be
available to compensate for the potential loading effect of nearby metallic structures or
magnetic material. It must be confirmed that the first indication of self-resonance appears
above the RS101 upper frequency limit of 100 kHz. For frequencies above 10 kHz, the
magnitude of the electric field component in the test volume should be determined either by
direct measurement, or it should be approximated by measuring the voltage drop across the
coils and dividing by coil separation distance. Unless the electric field component is much less
than the RS103 electric field susceptibility limit, the coils should be enclosed in a non-
continuous electrostatic shield to prevent ambiguity when interpreting susceptibility test results.

A.5.21 (5.21) RS103, radiated susceptibility, electric field.

Applicability and limits: The requirements are applicable from 10 kHz to 40 GHz for both the
EUT enclosures and EUT associated cabling. The basic concern is to ensure that equipment
will operate without degradation in the presence of electromagnetic fields generated by antenna
transmissions both onboard and external to the platform.
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There is no implied relationship between this requirement and RE102. The RE102 limit is
placed primarily to protect antenna-connected receivers while RS103 simulates fields resulting
from antenna transmissions.

The limits specified for different platforms are simply based on levels expected to be
encountered during the service life of the equipment. They do not necessarily represent the
worst-case environment to which the equipment may be exposed. RF environments can be
highly variable, particularly for emitters not located on the platform. The limits are placed at
levels that are considered to be adequate to cover most situations, including design levels for
“back door” effects (excluding direct coupling to platform antennas or externally mounted
devices) resulting from RF high power threat emitters. The aircraft carrier hanger deck is not a
totally enclosed area. Investigation of the electromagnetic environment in the aircraft carrier
hangar deck on 9 aircraft carriers showed levels in the HF band (2 to 30 MHz) up to 42 V/m.
Therefore, equipment located in the hanger deck is required to meet the same 50 V/m level as
equipment in non-metallic ships (below deck) from 2 to 30 MHz.

An example which demonstrates the variability of environments for ground installations and the
need for effective tailoring of requirements is the installation of equipment in a large ground-
based radar facility. Some of these facilities transmit power levels over one megawatt and the
back lobes from the antennas can be substantial. Suitable design levels for equipment that will
be used in the facility or nearby need to be imposed.

For aircraft and ships, different limits are specified depending on whether the equipment
receives protection from platform structure. This distinction is not made for Army ground
systems, such as tanks, because the same equipment used inside a structure is often used in
other applications where protection is not available.

The 200 V/m requirement for Army aircraft regardless of the location or criticality of the
equipment is based on the use of Army aircraft. Portions of the external environment accepted
for most of the Army's aircraft is higher than 200 V/m. Army aircraft, especially rotary wing,
have flight profiles that are almost exclusively nap-of-the-earth (NOE). The NOE profiles allow
for much closer and longer duration encounters with high power emitters. This approach is
similar to the FAA approach that recommends that Visual Flight Rules (VFR) helicopters be
gualified to levels higher than fixed wing aircraft.

For submarines, the RS103 limit now distinguishes between equipment located internal versus
external to the pressure hull. For equipment installed internal to the pressure hull, 10 V/m is
now specified above 30 MHz to account for portable transmitters used within the submarine.
For equipment located external to the pressure hull, stricter limits are imposed to more closely
reflect the electromagnetic environment. The external RS103 limits should be applied only to
equipment that is required to be fully operational when located above the waterline. Separate
limits are specified, which are less severe, for equipment that is “external’ to the pressure hull
but located with the submarine superstructure (metallic boundary).

Using circularly polarized fields is not allowed due to problems with using the spiral conical
antennas specified in versions of MIL-STD-462 in the past. Circularly polarized fields were
convenient since they avoided the need to rotate a linearly polarized antenna to obtain both
polarizations of the radiated field. However, problems existed with this antenna. At some
frequencies, the antenna pattern of the conical log spiral is not centered on the antenna axis.
Also, the circular polarization of the conical log spiral creates confusion in its proper application.
The EUT and associated cabling can be expected to respond more readily to linearly polarized
fields. If a second spiral conical were used to calibrate the field radiated from the first spiral
conical antenna, it would indicate an electric field 3 dB higher than a linearly polarized antenna.
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The question arises whether a 3 dB higher field should be used for a spiral conical transmit
antenna to obtain response characteristics similar to a linearly polarized field. Similarly, if a
spiral conical antenna were used to calibrate a linearly polarized field, the indication would be 3
dB below the true electric field strength.

Possible tailoring by the procuring activity for contractual documents is to modify the required
levels and required frequency ranges based on the emitters on and near a particular
installation. Actual field levels can be calculated from characteristics of the emitters, distances
between the emitters and the equipment, and intervening shielding. MIL-HDBK-235 provides
information on land, air, and sea based RF emitters, both hostile and friendly, which contribute
to the overall electromagnetic environment. The possible use of the equipment in other
installations and the potential addition or relocation of RF emitters needs to be considered.
Other possible tailoring is to change from the standard 1 kHz, square wave modulation or use
additional modulations based on actual platform environments.

In revision F of this standard, RS103 requirements for surface ships and submarines are
included at the tuned frequency of antenna-connected receiver; there is no relaxation as for
other platforms. The use of wireless devices such as radio frequency identification (RFID) tags,
handheld transceivers, wireless local area network (WLAN), etc. is increasing rapidly for below
deck applications. The requirement is to protect receivers at their tuned frequency, from the
intentional emissions of wireless (RF generating) devices used in close proximity to the receiver
when sufficient isolation is provided by the platform (for example, path loss from sea water
between the emitter and receive antenna for submarines) such that the receiver’'s antenna does
not detect significant levels from wireless devices. The requirement is intended to ensure the
equipment (receiver) does not respond to the electric fields generated internal to the structure
and is not to restrict signals received via the antenna. The electric field strength at a distance
of 1.0 m from a typical wireless device with an effective isotropic radiated power (EIRP) of 100
mW (typical of 802.11 wireless LAN access points, RFID, and wireless communications) is 1.73
V/m. Federal Communications Commission (FCC) rules defines power limitations for WLANS in
FCC Part 15.247 and requires effective isotropic radiated power (EIRP) to be 1 W or less; this
equates to an electric field strength of 5.5 V/m at a distance of 1 m. It should be noted that for
fixed, point-to-point systems that use higher gain directive antennas an EIRP of 4.0 W is
permitted by the FCC.

Revision G of this standard has further changed the applicability of RS103 for tuned receivers.
The exemption at the tuned frequency to meet RS103 is in place for Air Force and Army
equipment. For Navy equipment, RS103 is applicable at the tuned frequency unless the
antenna is permanently attached to the equipment being tested. The reason for this is that on
Navy installations, the antenna may be situated a far distance from the receiver, so these
services want the test to apply to a receiver. Since the exemption at the tuned frequency is
installation dependent, it may be extended to other systems as tailoring to this standard with
procuring activity approval. For equipment where the antenna is permanently attached to the
equipment, such as portable equipment or WiFi transmitters, the expectation is that there will
be interference at the tuned frequency that is a “front door” event. In those cases, the
requirement is that the antenna/receiver work after application of the E-field. Therefore, during
the test, responses when RS103 is at the tuned frequency are allowed.

For Navy aircraft, testing has shown susceptibilities below 100MHz that were not found with
CS114, especially in EUTs with many connectors (think common vs. differential mode). In
addition, use of HF has increased greatly in the Navy. The lower start frequency for Navy
aircraft to 2MHz is due to increased HF exposure. Navy aircraft that are strictly land-based
should start testing at 30 MHz.
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Test procedures: Test facilities are permitted to select appropriate electric field generating
apparatus. Any electric field generating device such as antenna, long wire, TEM cell,
reverberating chamber (using mode tuned techniques) or parallel strip line capable of
generating the required electric field may be used. Fields should be maintained as uniform as
possible over the test setup boundary. Above 30 MHz, both horizontally and vertically polarized
fields must be generated. This requirement may limit the use of certain types of apparatus.
Only vertically polarized measurements are required below 30 MHz due to the difficulty of
orienting available test equipment for horizontal measurements.

Electric field sensors are located at least 30 cm above the ground plane below 1 GHz to
minimize electromagnetic boundary conditions of the ground plane affecting the field that is
present at the longer wavelengths. At and above 1 GHz, these effects are less pronounced
and the volumes being illuminated by antennas that typically have higher gain are smaller.
Therefore, the sensors need to be positioned in the main antenna beam and located at a height
where the EUT is being radiated.

The requirement to ensure that the E-field sensor is displaying the fundamental frequency is
primarily concerned with the biconical antenna, which has poor characteristics at the lower
frequencies. Harmonics, which are down from the fundamental in power, may radiate higher
levels than the fundamental due to the antenna being more efficient at the harmonic
frequencies. The primary way to avoid this effect is to use a transmission line radiator or a
physically larger transmit antenna at the lower frequencies (approximately below 70 MHz).

This version of MIL-STD-461 allows larger distances than 1 meter between the transmit
antenna and the EUT boundary. This approach is actually preferable, where amplifier power is
available to obtain the required field, since more of the EUT is illuminated at one antenna
position.

When testing large equipment, there may be a need to use antennas with wider beamwidths so
that the EUT and sensor are within the 3dB beamwidth. It may also be achieved by moving the
antenna farther away to satisfy the requirement. This may require the use of more powerful
amplifiers to achieve the required field strength.

Monitoring requirements emphasize measuring true electric field. While emission testing for
radiated electric fields does not always measure true electric field, sensors with adequate
sensitivity are available for field levels generated for susceptibility testing. Physically small and
electrically short sensors are required so that the electric field does not vary substantially over
the pickup element resulting in the measurement of a localized field. Broadband sensors not
requiring tuning are available.

The use of more than one sensor is acceptable provided all sensors are within the beamwidth
of the transmit antenna. The effective field is determined by taking the average of the readings.
For example, if the readings of three sensors are 30, 22, and 35 V/m, the effective electric field
level is (30 + 22 + 35)/3 =29 V/m.

Different sensors may use various techniques to measure the field. At frequencies where far-
field conditions do not exist, sensors must be selected which have electric field sensing
elements. Sensors that detect magnetic field or power density and convert to electric field are
not acceptable. Under far-field conditions, all sensors will produce the same result. Correction
factors must be applied for modulated test signals for equivalent peak detection as discussed
under 4.3.10.1. A typical procedure for determining the correction factor for these sensors is as
follows:

a. Generate a field at a selected frequency using an unmodulated source.

261



Downloaded from http://www.everyspec.com

MIL-STD-461G
APPENDIX A

b. Adjust the field to obtain a reading on the sensor display near full scale and note the
value.

c. Modulate the field as required (normally 1 kHz pulse, 50% duty cycle) and ensure the
field has the same peak value. A measurement receiver with the peak detector
selected and receiving antenna can be used to make this determination.

d. Note the reading on the sensor display.

e. Divide the first reading by the second reading to determine the correction factor
(Subtract the two readings if the field is displayed in terms of dB).

f. Repeat the procedure at several frequencies to verify the consistency of the technique.

For equipment or subsystems that have enclosures or cabling in various parts of a platform,
data may need to be taken for more than one configuration. For example, in an aircraft
installation where a pod is located outside of aircraft structure and its associated cabling is
internal to structure, two different limits may be applicable. Different sets of data may need to
be generated to evaluate potential pod susceptibility due to coupling through the housing
versus coupling from cabling. The non-relevant portion of the equipment would need to be
protected with appropriate shielding.

Reverberating chambers, using mode tuned techniques, have been popular for performing
shielded effectiveness evaluations and, in some cases, have been used for radiated
susceptibility testing of equipment and subsystems. The concept used in reverberating
chambers is to excite available electromagnetic wave propagation modes to set up variable
standing wave patterns in the chamber. A transmit antenna is used to launch an
electromagnetic wave. An irregular shaped tuner is rotated to excite the different modes and
modify the standing wave pattern in the chamber. Any physical location in the chamber will
achieve same peak field strength at some position of the paddle wheel.

Reverberation chambers have the advantage of producing relatively higher fields than other
techniques for a particular power input. Also, the orientation of EUT enclosures is less critical
since the all portions of the EUT will be exposed to the same peak field at some paddle wheel
position. The performance of a particular reverberation chamber is dependent upon a number
of factors including dimensions, Q of the chamber, number of available propagation modes, and
frequency range of use.

Some issues with reverberation chambers are as follows. The field polarization and distribution
with respect to the EUT layout are generally unknown at a point in time. If a problem is noted,
the point of entry into the EUT may not be apparent.

Reverberation chambers are sometimes treated as a good tool to determine potential problem
frequencies with conventional antenna procedures being used to evaluate areas of concern.

The performance of each chamber must be reviewed to determine the suitability of its use for
reverberation testing over a particular frequency range.

Reverberation chambers should be constructed in accordance with the following guidance in
order to function properly.

a. Atuner should be constructed of metal and installed with appropriate positioning
equipment to allow the tuner to be rotated 360 degrees in at least 200 evenly spaced
increments. The tuner should be constructed to be asymmetric with the smallest
dimension of the tuner being at least A/3 of lowest frequency to be tested and the
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longest dimension of the tuner being approximately 75% of the smallest chamber
dimension.

The enclosure should be free of any materials that might exhibit absorptive properties
such as tables, chairs, wood floors, sub-floors, shelves, and such. Support structures
should be constructed from high density foam.

Transmit and receive antennas should be at least 1.0 meter (M3 is the actual
limitation) from any wall or object and should be positioned to prevent direct alignment
between the main lobes of the two antennas or between the EUT and the main lobe of
either antenna.

The lower frequency limit is dependent on chamber size. To determine the lower
frequency limit for a given chamber, use one of the following methods:

(1) Using the following formula, determine the number of possible modes (N) which
can exist at a given frequency. If, for a given frequency, N is less than 100 then
the chamber should not be used at or below that frequency.

3
=8—”abdf—3
3 C

N

where: a, b, and d are the chamber internal dimensions in meters
f is the operation frequency in Hz
c is the speed of propagation (3 x 10° m/s)

(2) Use the methods detailed in IEC 61000-4-21 for determining the lowest useable
frequency based on field uniformity. NOTE: the MODE-TUNED calibration
procedure outlined in IEC 6100-4-21 may be substituted for the procedure
outlined in 5.21.4.4. Substitution of the data from the IEC procedure into the
equations of 5.21.4.4 is not allowed.

(3) The method as written is based on a chamber suitable for use at and above 200
MHz. If a substantially larger chamber is used, Table Xll values may be tailored
at and above 200 MHz, with a minimum of 12 paddle positions. Tailoring takes
into account the desired field uniformity when calculating the required number of
paddle positions.

In order to assure that the time response of the chamber is fast enough to
accommodate pulsed waveform testing (other than the 1 kHz, 50% duty cycle,
waveform specified), determination of the chamber time constant must be
accomplished using the following procedure:

(1) Calculate the chamber Q using:

Q_ ( 16772\/ JL Paverec J
- 3
77 Tx 77 Rx}b Pforward
where n1x and ngry are the antenna efficiency factors for the Tx and Rx antennas
respectively and can be assumed to be 0.75 for a log periodic antenna and 0.9

for a horn antenna, V is the chamber volume (m®), A is the free space
wavelength (m) at the specific frequency, P,...is the average received power

averec
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over one tuner rotation, and Py, is the forward power input to the chamber

over the tuner rotation at which P was measured.

averec
(2) Calculate the chamber time constant, t, using:

Q

rT=—
2 f

where Q is the value calculated above, and f is the frequency (Hz)

(3) If the chamber time constant is greater than 0.4 of the pulse width of the
modulation waveform, absorber material must be added to the chamber or the
pulse width must be increased. If absorber material is added, repeat the
measurement and the Q calculation until the time constant requirement is

satisfied with the least possible absorber material. A new CLF( f )must be
defined if absorber material is required.

Prior to using the chamber, the effectiveness of the tuner should be evaluated at the
upper and lower frequencies to be used and at points between the endpoints not to
exceed 1 GHz spacing. To evaluate the stirring effectiveness, inject a CW signal into
the chamber at the desired frequency and record the net received power at 200
positions of the tuner evenly spaced over a 360 degree rotation of the tuner.
Determine the correlation coefficient between the original set of received power and
subsequent sets obtained by rotating the last data point of the original set to the
position of the first point and then shifting all the other points to the right as depicted
below.

Original data D1, D2, D3, D4, D5, . .. D200

Shifted data (1) D200, D1, D2, D3, D4, . .. D199

Shifted data (2) D199, D200, D1, D2, D3, . .. D198

Shifted data (3) D198, D199, D200, D1, D2, . .. D197

Shifted data (4) D197, D198, D199, D200, D1, ... D196
Shifted data (5) D196, D197, D198, D199, D200, D1, . .. D195

The correlation coefficient should drop to below 0.36 within five shifts of the data. This
will ensure that the tuner is operating properly. If the tuner fails this test, then the tuner
needs to be made either larger or more complex, or both.

National Bureau of Standards Technical Note 1092 and National Institute of Standards
and Technology Technical Note 1508 should be used as a guide in preparing a
shielded room for reverberation measurements.

A.5.22 (5.22) RS105, radiated susceptibility, transient, electromagnetic field.

Applicability and limits: This requirement is primarily intended for EUTs to withstand the fast
rise time, free-field transient environment of EMP. It applies for equipment enclosures which
are directly exposed to the incident field outside of the platform structure or for equipment
inside poorly shielded or unshielded platforms. This requirement may be tailored in adjustment
of the curve amplitude either higher or lower based on degree of field enhancement or
protection provided in the area of the platform where the equipment will be located. This
requirement is applicable only for EUT enclosures. The electrical interface cabling should be
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protected in shielded conduit. Potential equipment responses due to cable coupling are
controlled under CS116.

Test procedures: To protect the EUT and actual and simulated loads and signal equipment,
all cabling should be treated with overall shielding; kept as short as possible within the test cell;
and oriented to minimize coupling to the EMP fields.

The EMP field is simulated in the laboratory using bounded wave TEM radiators such as TEM
cells and parallel plate transmission lines. To ensure the EUT does not significantly distort the
field in the test volume, the largest EUT dimension should be nho more than a third of the
dimension between the radiating plates of the simulator. In these simulators the electric field is
perpendicular to the surfaces of the radiator. Since the polarization of the incident EMP field in
the installation is not known, the EUT must be tested in all orthogonal axes.

There is a requirement to first test at 10% of the specified limit and then increase the amplitude
in steps of 2 or 3 until the specified limit is reached for several reasons. This test has the
potential to burnout equipment and starting at lower levels provides a degree of protection.
Also, the equipment may exhibit susceptibility problems at lower test levels that do not occur at
higher test levels due to the presence of transient protection devices (TPDs). At lower test
levels, the devices might not actuate resulting in higher stresses on circuits than for higher
levels where they do actuate.

Common mode signals can result on cables with inadequate isolation or leaky connectors in the
presence of radiated fields. A method of checking for potential problems is as follows:

a. Measure the E-field with the B-dot or D-dot probe.
b. Invert the probe by rotating it 180 degrees.

c. Measure the E-field again and invert the signal.

d. Overlay and subtract the two signals.

e. The result is the common mode signal.

If any significant level is present, corrections to the setup should be undertaken, such as
tightening of connectors and introduction of additional isolation, such as better shielded cables,
alternative routing, or shielding barriers.
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